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Preface

This manual tells you how to use Invisible LAN at the DOS command line.

Part 1 describes the command line utilities. You'll learn about a variety of
network commands that you can use at the DOS command line. Witt
these commands, you can perform a wide variety of functions, such a:
defining network disks and printers, controlling the print spooler and disk
cache, and logging on to the network.

Part 2 describes the pop-up electronic mail system, that lets you send ar
receive messages.

Part 3 describes the network manager, a menu-driven program for con
trolling and managing the network. The network manager can perform
most of the functions of the command line utilities. In addition it lets you
manage security, monitor network performance, and use an extensiv
on-line help system. The manager also operates by “remote control,” sc
you can manage computers anywhere on the network.

Part 4 contains appendices and a comprehensive index.
This manual does not describe how to install the Invisible LAN software.

Refer to theGetting Starteananual or thénstallation manual for installation
instructions.

Preface ix
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Command Line Utilities






CHAPTER 1

Introduction to
Command Line
Utilities

The command line utilitiesre programs you can use at the DOS command
line to control the network. The command line utilities perform a wide variety
of functions, such as establishing network connections, controlling network
printers, controlling the disk cache, and logging on to the network.

Most of the functions of the command line utilities can also be performed by
the menu-driven network manager, which is described in the second half o
this manual. The command line utilities are more convenient when you wan
to do something quickly at the DOS command line, or in a batch file. The
menu-driven network manager is more convenient if you like to control the
network through a menu interface with extensive on-line help.

In this introductory chapter, we describe:
Command summary
Getting help
Using commands in a batch file

Command Summary

The following table briefly describes each of the command line utilities. You
can find a more complete summary in appendix A.
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CACHE

CLRCMOS

DEDICATE
LOGOFF

LOGON

LSHADOW

MAKEBP

MAKEIMG

MAP

NETADDR

NETCLOCK

NETHELP
NETPRINT
NW

PASSWORD
PQ

PRINTNOW
PSETUP

1-2

Table 1-1. Command Line Utilities

Controls the disk cache, and displays cache status and
performance statistics.

Erases the computer’s CMOS memory to reset the
computer’s configuration.

Establishes a dedicated file server.

Restores the original user name, reversing the effect of
LOGON.

Enters your user name and password for security
permissions.

Loads a memory-resident program into shadow RAM
(memory between 640K and 1M).

Changes the design of the break page that the print
spooler prints at the start of each print job.

Creates a boot diskette image file, for use in supporting
diskless workstations.

Creates, destroys, and displays your network
connections. Defines your network disks and printers.

Displays or tests the network hardware address or serial
number.

Gets the date and time from a server and sets your
computer’s clock.

Displays help information on a specified topic.
Prints a file.

Controls various aspects of the network software, such as
the use of the speaker.

Enters your password.

Controls the network print queue. Lets you control form
feeds, flow control, printing priority, and direct printing.
Displays print queue status information.

Immediately truncates the network print streams.

Establishes a set-up string for a network printer.
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SHADOW Displays a memory map and other information about the
memory in your computer.

TRUNCATE Controls automatic truncation of network print streams.

UNLINK Disconnects a diskless workstation from the remote
program load server.

us Controls Ultra Server, mounts and unmounts drives, and
displays Ultra Server status and performance statistics.

VGAOFF Disables VGA and EGA graphics, increasing DOS
memory beyond 640K.

VGAON Enables VGA and EGA graphics, limiting DOS memory to
640K.

Getting Help

Each command line utility displays help information if you enter the name of
the command followed by?” or “/?". For example, to get help on tMAP
command, enter

MAP ?
or

MAP [?

To get help on thAIETPRINT command, enter

NETPRINT ?
or

NETPRINT /?
And so on.

In addition to the help that is built in to each command, there is also a prograr
calledNETHELP that displays information on a wide variety of topics.

The NETHELP command is used to display help informatibiETHELP
can display information about Invisible LAN commands, DOS commands,
Invisible LAN parameters, and general information.
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To get help on a topic, type

NETHELP topic

To print the help information, redirect the standard output to the printer,
as follows:

NETHELP topic >LPT1

NETHELP can display a list of available topics. To list all Invisible LAN
commands, type

NETHELP COMMANDS

To list frequently-used DOS commands, type

NETHELP DOS

To list topics that give general information about Invisible LAN, type

NETHELP GENERAL

To list topics that describe Invisible LAN parameters, type

NETHELP PARAMETERS

To list all the topics in the help system, type

NETHELP TOPICS

To get help usinfNETHELP, type

NETHELP ?

Example — To get help on the MAP command, type

NETHELP MAP
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Example — To get help on the ATTRIB DOS command, type
NETHELP ATTRIB

Example — To get information on the parameters that configure the Invisible
LAN server, type

NETHELP SERVER PARAMETERS
Example — To get general information about the disk cache, type

NETHELP DISK CACHE

SUMMARY: Each Invisible LAN command displays help information if
you enter the name of the command followed by a question mark. In
addition, theNETHELP command displays help on Invisible LAN com-
mands, Invisible LAN parameters, general information about Invisible
LAN, and frequently-used DOS commands.

ERRORLEVEL Return Codes

Each Invisible LAN command returns ERRORLEVEL 1 if it is not successful.
If you put one of the commands into a batch file, you can use the IF
ERRORLEVEL command to take different actions, depending on whether or
not the command was successful. Here is a sample batch file, whict
demonstrates how to take different actions depending on whether or not
drive mapping is successful:

MAP E: \\MIKE\C:

IF ERRORLEVEL 1 GOTO :FAILED
ECHO MAP command was successful!
GOTO :DONE

:FAILED

ECHO MAP command failed!

:DONE
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SUMMARY: The Invisible LAN command line utilities return an
ERRORLEVEL code, so you can write batch files that take different
actions depending on whether or not the command is successful.
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CHAPTER 2

Using Network
Resources

Invisible LAN lets you access network resources (disks and printers) attache
to computers other than your own. TBetting Startednanual introduced a
few ways to do this using tHdAP command. This chapter describes all of
MAP s capabilities. It covers three main topics:

Displaying current network resources

Managing connections to network disks

Managing connections to network printers
Before usingMAP, your computer must be running the Invisible LAN
redirector program. You do this by telling the Invisible LAN Setup program

(SETUP30 that you want to install the redirector. Refer toG®tting Started
manual or thénstallationmanual for instructions on installing the redirector.

Note — This chapter describes the use of &P command from the DOS
prompt. You can also use the Network ManaiyElU program) to do these
functions. See chapter 12 for a discussion of the menu system.

Displaying Current Network Resources

Use theMAP command to display your current network resources.

To display your network disks and printers, type

MAP
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Example — Assume you had previously given the following commands:

MAP E: W\ROBERT\C:\ACCOUNTS
MAP LPT1 \\ROBERT\1
MAP D: \ALICE\C:\

To display a list of your network disks and printers, type
MAP
The screen displays the following list:

D: ==>\\ALICE\C:\
E: ==>\\ROBERT\C:\ACCOUNTS
LPT1 ==>\\ROBERT\1

SUMMARY: The MAP command with no parameters displays a list of
your network disks and printers.

Managing Connections to Network Disks

This section explains how to connect to and disconnect from a network dis}
using theMAP command. You can connect to a network disk using either a
drive letteror ashortnameThis chapter describes the use of a drive letter; see
chapter 15 for a discussion of the use of shortnamdgyva letteris a letter

A through Z followed by a colon. For examplg, is a drive letter.

Connecting to a Network Disk

To use a server’s disk drive, use Mi&P commandMAP assigns a drive
letter to represent the server’s drive. For example, you might use drive lette
D: to refer to a server’s disk. Once a drive letter is assigned, the drive acts ¢
if it were connected to your own computer. You can use standard DOS
commands and programs to access files on the server’s disk.

Note— Using the Invisible LAN Setup progra®ETUP30, you can specify
drive mappings to be established automatically whenever you start Invisible
LAN. Refer to thenstallationmanual for details.
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To assign a drive letter to a server’s drive, type
MAP d: \\server\d:[\path] [/W]

The parameters have the following meanings:

d: The drive letter used to refer to the server’s disk.
server The network name of the server.
d: [ \path ] A drive and directory path on the server. Tpathis

optional. If you specify the root directory (\), then you
have access to the server’s entire disk, including all
subdirectories. If you specify any other directory, then
you have access only to that particular directory (and
its subdirectories). If you omipath, the default is the
root directory.

W Indicates thaMAP should wait for the server com-
puter to boot up if it is not on the networkV is
optional. If/W is not included, theMAP terminates
with an error message if the server computer is not on
the network.

Example 1— A server named ALICE has a fixed disk named C:. To use drive
letter F: to refer to ALICE's fixed disk, type

MAP F: \WALICE\C:\

Example 2— A server named ROBERT has a fixed disk named C:. To use
drive letter E: to refer to subdirectory \ACCTS on ROBERT's disk, type

MAP E: WROBERT\C:\ACCTS

The table below and Figure 2-1 show some examples of files on Robert’s dis|
and the names you would use to access them:
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ROBERT'S COMPUTER
C:
\ (root)
YOUR COMPUTER |
E:
\ACCTS \ RECORDS
| | —
\ DAVE \PROG p—
p— PAYROLL.WKS
E\MYFILE.TXT —
MYFILE.TXT e
e BALANCE.TXT
E:\DAVE\NEW.LTR
NEW.LTR
J— NOTACCESSIBLE
E:\PROG\LEDGER.EXE FROM YOUR
LEDGER.EXE COMPUTER

Figure 2-1. Example of File Access Using MAP Command

On Robert On Your Computer
CAACCTS\MYFILE. TXT E\MYFILE.TXT
CA\ACCTS\DAVE\NEW.LTR E:\DAVE\NEW.LTR
CM\ACCTS\PROG\LEDGER.EXE E:\PROG\LEDGER.EXE
C:\RECORDS\BALANCE.TXT Not Accessible
C:\PAYROLL.WKS Not Accessible

Example 3— This example illustrates ti¢/ option. Suppose that you have
two servers, named CASTOR and POLLUX. Each server has a fixed disk
named C:, and each wants to use drive letter D: to refer to the other’s disk.

On CASTOR, type
MAP D: \WPOLLUX\C:\ /W
On POLLUX, type

MAP D: WCASTOR\C:\ /W

2-4
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Suppose that you start CASTOR before starting POLLUX. If you didn't use
the /W option, then CASTOR'sMAP command would fail, because
POLLUX is not started yet. ThH&V option causes CASTORMAP com-
mand to wait until POLLUX is started.

SUMMARY: TheMAP command establishes a connection between alocal
drive letter and a server’s disk or directory. Once the connection is estab
lished, the server’s disk behaves as if it were attached to your computer.

Disconnecting From a Network Disk

To break the connection to a network disk, you us®tkeontinueoption of
the MAP command. Once the connection is broken, you cannot access th
network drive unless you reestablish connection wittMA® command.

To disconnect from a server’s disk, type

MAP d: /D

The parameter has the following meaning:

d: The drive letter that currently refers to the server’s
disk.

Example 1— Your drive letter F: refers to a fixed disk on a server named
ALICE. To disconnect from ALICE’s disk, type

MAP F: /D

Example 2— You have a fixed disk named C:. To temporarily use drive name
C: to refer to the fixed disk on server TERRY, type

MAP C: WTERRY\C:\

Now drive letter C: accesses TERRY's fixed disk. You cannot use your own
fixed disk. When you are finished using TERRY'’s disk, type

MAP C: /D

Now drive letter C: again refers to your own disk.
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SUMMARY: TheMAP command with théD option breaks the connection
between a local drive letter and a server’s disk.

Managing Connections to Network
Printers

This section explains how to connect to and disconnect from a network printe
using theMAP command.

Connecting to a Network Printer

You connect to a network printer by assignindea&ice naméo represent it.

For example, you could use device name LPT1 to refer to a server’s printel
Once you have assigned a device name, any reference to that name acces
the server’s printer.

Note— Using the Invisible LAN Setup progra®ETUP30, you can specify
printer mappings to be established automatically whenever you start Invisible
LAN. Refer to thenstallationmanual for details.

To assign a device name to a server’s printer, type
MAP LPTx \\server\[n] [/W]

The parameters have the following meanings:

LPTx The device name used to refer to the server’s printer:
LPT1, LPT2, or LPT3.

server The network name of the server.

n The server’s printer number: 1 or 2. This parameter is

optional; if omitted, the default is 1.

W Indicates thatMAP should wait for the server com-
puter to boot up if it is not on the networkV is
optional. If/W is not included and the server computer
is not on the network, theMAP terminates with an
error message.
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Example 1— A server named ALICE has a printer and has started the print
spooler. To use device name LPTL1 to refer to ALICE's printer, type

MAP LPT1 \ALICE\
or

MAP LPT1 \ALICE\1

Example 2— Server ROBERT has a printer. You want to refer to ROBERT's
printer as LPT2 and to wait for server ROBERT to boot up. Type

MAP LPT2 \\ROBERT\ /W

Example 3— Server ROBERT has two shared printers. You want to use LPT2
to refer to ROBERT's first network printer and LPT3 to refer to ROBERT's
second network printer. Type

MAP LPT2 \\ROBERT\1
MAP LPT3 \\ROBERT\2

Note — If your computer is a server, and you share a printer, it is important
that you establish a mapping to your own printer. This makes your printer
output go through the print spooler. If you don’t establish a mapping to your
own printer, then your printer output will get mixed together with other users’
printer output. When you install the network software withEhsy Config-
uration section of the Setup program, the Setup program automatically
creates this printer mapping.

SUMMARY: TheMAP command establishes a connection between a local
device name and a server’s printer. Once the connection is established, yc
use the device name to refer to the server’s printer.

Disconnecting From a Network Printer

To break the connection to a network printer, you us®tbeontinueoption
of theMAP command. Once the connection is broken, you cannot access th
network printer unless you reestablish connection wittMA® command.
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To discontinue the use of a server’s printer, type
MAP LPTx /D

The parameter has the following meaning:

LPTx The device name currently used to refer to the server’s
printer: LPT1, LPT2, or LPT3.

Example 1— You are using device name LPT2 to refer to a printer on a server
name ROBERT. To stop using ROBERT’s printer, type

MAP LPT2 /D

Example 2— You have a printer named LPT1. To temporarily use device
name LPTL1 to refer to the printer on server TERRY, type

MAP LPT1 \TERRY\

Now LPT1 accesses TERRY’s printer. You cannot use your own printer. Wher
you are finished using TERRY's printer, type

MAP LPT1 /D

Now device hame LPT1 again refers to your own printer.

SUMMARY: TheMAP command with théD option breaks the connection
between a local device name and a server’s printer.

Error Recovery and Automatic

Re-Mapping

You may wonder what happens if someone turns off the server while you hav
drive or printer mappings in effect.

If the server is turned off, your network drives and printers become invalid. If
you try to use them, you will get an error message such as “Abort, Retry, Falil’
or “Network device no longer exists”. If you execute &P command to
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display your drive and printer mappings, the |eBeappears at the left edge
of the screen to indicate that an error occurred.

When the server is turned back on, Invisible LAN automatically re-establishes
your drive and printer mappings. It is not necessary to type aMiR/
command in order to restore the mappings.

Although Invisible LAN automatically re-maps your drives and printers when
the server is restarted, it does not re-connect open files. If you are in the middl
of an application program when the server is restarted, you may have to ex
back to DOS and then restart the application.

SUMMARY: When the server is restarted, Invisible LAN automatically
re-establishes any drive and printer mappings that are in effect at the
workstation.
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CHAPTER 3

The Network Clock

The NETCLOCK command is used to set your computer’s cla¢kT-
CLOCK contacts the specified server and obtains the current date and time
ThenNETCLOCK sets your computer’s clock and displays the date and time
on the screen.

To set your computer’s clock, type
NETCLOCK \\server\ [/W]

The parameters have the following meanings:
server The network name of the server.

W Indicates thaNETCLOCK should wait for the server
computer to boot up if it is not on the netwotli!. is
optional. If it is not included and the server computer
is not on the network, thedETCLOCK terminates
with an error message.

If your computer does not have a real-time clock, you may want to put a
NETCLOCK command into your AUTOEXEC.BAT file. Then your com-
puter clock is automatically set when you turn on your computer. (To make
this work, you also have to put ti¢ET30 command into your AU-
TOEXEC.BAT file).

You can uséNETCLOCK to synchronize the clocks in all your computers.
The benefit of synchronizing the clocks is to provide consistent date and time
information in all your disk directories.

Example—To get the date and time from a server named ALICE, type

NETCLOCK WALICE\

SUMMARY: NETCLOCK obtains the date and time from a server, and
sets your computer’s clock.
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CHAPTER 4

Using Network
Printers

Invisible LAN has several commands for controlling network printers. Chap-
ter 2 described the use of tMAP command to gain access to a server’s
printer. This chapter describes four commands for controlling a network
printer: NETPRINT, TRUNCATE, PRINTNOW, andPSETUP. It also
presents the@rint Screen Kewnd thePrint Stream Truncation Key

The topics covered in this chapter are:
Printing a file
Printing the screen
Truncating the print stream
Sending printer set-up strings

Printing a File

You use theNETPRINT command to print a file. When Invisible LAN is
running, you cannot use the D@®RINT command. (If you try to use it,
Invisible LAN prompts you to usdETPRINT instead.)

NETPRINT can be used with both network printers and local printers. When
used with a network printddETPRINT sends the file to the server. Printing
does not begin untNETPRINT has finished sending the file to the server.
You can use your computer for other tasks while the actual printing occurs.

When used with a local printeETPRINT sends the file directly to the
printer. NETPRINT does not terminate until the entire file has been printed.
You cannot use your computer for other tasks while the file is being printed.
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To print a file, type
NETPRINT filename [LPTx] [/T]

The parameters have the following meanings:

filename The name of the file to be printed. The filename can
include a drive letter and a directory path.
LPTx The printer to be used: LPT1, LPT2, or LPT®T X

is optional. If omitted, the file is printed on LPT1. The
specified printer can be either a network printer or a
local printer.

T Indicates that the printer does not have built-in tab
stops./T is optional. If the printer has built-in tab
stops, you should omfit. (Most printers have built-in
tab stops.) If you includér, then tabs are converted
into an equivalent number of spaces.

Example 1—LPT1 refers to a server’s printer. To print the file called MY-
FILE.TXT, type

NETPRINT MYFILE.TXT
Example 2—LPT2 refers to a server’'s printer. To print a file named
BOOKS.DOC, type

NETPRINT BOOKS.DOC LPT2

Example 3—LPT3 refers to a server’s printer which does not have built-in tab
stops. To print a file named LEDGER in directory C:\\ACCTS, type

NETPRINT C:\ACCTS\LEDGER LPT3 /T

SUMMARY: Use NETPRINT to print a file. With Invisible LAN, you
cannot use the DOBRINT command.
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Printing the Screen

You can print a copy of the monitor screen when running Invisible LAN just
as in standard DOS. The screen information is printed to LPT1. If you have
assigned LPT1 to refer to a network printer, the screen information is printec
on the network printer.

To print the screen, press tAent Screen KeyfFollow the instructions below
that match your computer keyboard:

If your keyboard has twelve function keysl(throughF12), pres<Print
Screen

If your keyboard has ten function keys1(throughF10), pressShift-
PrtSc.

SUMMARY: Use thePrint Screen Keyo print a copy of the screen on
printer LPT1. This works whether LPT1 is a local or a network printer.

Truncating the Print Stream

When you send a file to a network printer, it is not sent directly to the printer.
Instead, the print spooler temporarily saves the file on the server’s disk
Printing does not begin until the entire file has been transferred to the serve
The print spooler waits until it receives emd-of-file messadgefore starting

the printing.

Some applications do not send an end-of-file message. If you try to print a file
from such an application, Invisible LAN waits for more information and never
prints the file. The file remains in the print spooler. If this happens, you must
truncate the print streariruncating the print streammeans telling the print
spooler that it has received a complete file and should begin the printing.

There are two methods for truncating the print stream: manual and automatic

Manual Truncation

To truncate the print stream manually, press

Ctrl-Alt-*
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You must use the key on the numeric keypad. On many computers;, ey
on the numeric keypad is also labelatSc.

When you pres€trl-Alt-* |, Invisible LAN informs the server’s print spooler
that it has received a complete file. Any data that is in the print spooler is
immediately printed.

Example—You tell your word processor to print your document on network
printer 1. The word processor tells you “Printing In Progress”, and then a few
seconds later tells you “Printing Complete”. However, nothing comes out on
the server’s printer, because the print spooler doesn’t know that the wort
processor has finished printing. In this case, press

Ctrl-Alt-*

Printing begins immediately.

Automatic Truncation

When automatic print stream truncation is enabled, Invisible LAN automati-
cally truncates the print stream whenever there is no printer activity for the
period of time specified.

To set Invisible LAN to truncate the print stream automatically, you use the
TRUNCATE command. The command can be used to enable or disable
automatic print stream truncation, or to display the current print stream
truncation setting.

Option 1: To enable automatic print stream truncation, type
TRUNCATE time

wheretime is a number of seconds from 1 to 255.

Option 2: To disable automatic print stream truncation, type

TRUNCATE /D

Option 3: To display the current truncation setting, type

TRUNCATE
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Note—Using the Invisible LAN Setup progralSBETUP30, you can specify
an automatic print stream truncation setting to be established every time yo
start Invisible LAN. Refer to thimstallation manual for details.

Note—You can also use the Network ManagdiE(NU) program to control
automatic print stream truncation. Refer to chapter 13 for details.

Example—To automatically truncate the print stream whenever there is no
printer activity for 10 seconds, type

TRUNCATE 10

Now you start your word processor, and use it to print a document. The wort
processor tells you “Printing In Progress”, and then tells you “Printing Com-
plete”. Ten seconds later, printing begins.

Note—When printing a multi-page document, some word processors paust
for several seconds at the end of each page. Make sure that the time specifi
for automatic truncation is larger than the time the word processor pause:
Otherwise, Invisible LAN might truncate the print stream between two pages
of the same document.

Immediate Truncation

With the TRUNCATE command, you can establish a printer timeout that
truncates the network print streams whenever there is no printer activity for
specified amount of time.

Invisible LAN includes a program callddRINTNOW that immediately
truncates the network print streams.

To immediately truncate the network print streams, give the command

PRINTNOW

You should never need to tyPRINTNOW at the DOS command line, since
the network print streams are automatically truncated whenever the system
atthe DOS prompt. The two main usesRRINTNOW are in batch files and

in secondary command processors.
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Using PRINTNOW in a Batch File

You can putPRINTNOW in a batch file, to truncate the print stream in
between two other programs.

For example, suppost that PROG1 and PROG2 are two programs that produ
printer output. Suppose you make the following batch file:

PROG1
PROG2

Depending on how PROG1 and PROG2 are written, Invisible LAN may
combine their output into a single print job. However, suppose you change th
batch file to read:

PROG1
PRINTNOW
PROG2

ThePRINTNOW program truncates the network print streams after PROG1
is executed, thereby making the output from PROG1 and PROG2 go intc
separate print jobs.

PRINTNOW in a Secondary Command Processor

Some programming languages (databases in particular) have the ability t
invoke a secondary command processor. This process is often called “shellin
out.” In such a programming language, you can truncate the print streams b
invoking a secondary command processor, and making it execute the
PRINTNOW program.

Technical Note — In a general-purpose programming language like C,
BASIC, or Pascal, you shouldn’t “shell out” to truncate the print streams.
Instead, you should open and close the network printer device (LPT1, LPT2
or LPT3). When you close a network printer device, the corresponding print
stream is immediately truncated.

SUMMARY: With some applications, you mustincate the print stream

to start the printing. You can manually truncate the print stream by pressing
Ctrl-Alt-* . You can tell Invisible LAN to automatically truncate the print
stream by using th@RUNCATE command. You can also use the
PRINTNOW command to immediately truncate the print stream.
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Sending Printer Set-up Strings
The features described in this section are for advanced users. If you are
beginning user, you may want to skip this section.

A printer set-up strings a sequence of printer control codes used to select
printer options such as line spacing or number of characters per line. Wher
ever you print a file, Invisible LAN automatically sends the control codes to
the printer.

Since each user on the network can specify a set-up string, each user can sel
different printer options. For example, one user could select 8 lines per inch
while another user could choose 6 lines per inch.

Printer set-up strings are specified with #88ETUP command. The com-
mand can be used to specify a string, to stop using a string, or to display th
current string.

Option 1: To specify a set-up string for a network printer, type

PSETUP LPTx=hex_string

The parameters have the following meaning:
LPTx The name of a network printer: LPT1, LPT2, or LPT3.

hex_string A sequence of printer control codes, expressed in
hexadecimal. It can have up to 64 characters of printer
control codes. Whenever you print a file on the speci-
fied network printer, the specified printer control
codes are sent to the printer.
Option 2: To stop using a set-up string, type
PSETUP LPTx=

whereLPT x is the name of a network printer: LPT1, LPT2, or LPT3.

Option 3: To display the current set-up string, type
PSETUP LPTx

whereLPT x is the name of a network printer: LPT1, LPT2, or LPT3.
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If you are using more than one network printer, each network printer can hav
a different set-up string.

Examples—Printer control codes vary from printer to printer. Consult your
printer’s instruction manual for a list of the control codes that you can use.
However, the following examples work on many printers.

To select 132 characters per line, type

PSETUP LPT1=0F

To select 80 characters per line, type

PSETUP LPT1=12

To select 8 lines per inch, type

PSETUP LPT1=1B30

To select 6 lines per inch, type

PSETUP LPT1=1B32

To select skip-over-perforation (printer prints 54 lines then skips 12), type

PSETUP LPT1=1B4EQC

In most cases, you can select more than one option simply by concatenatir
the set-up strings. For example, to select 132 characters per line and 8 line
per inch, type

PSETUP LPT1=0F1B30

Note—Printer set-up strings should not be used with PostScript printers.

SUMMARY: A printer set-up strinds a sequence of printer control codes
sent to the printer whenever you print a file. R&®ETUP command is
used to specify printer set-up strings.
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CHAPTER 5

Controlling the Print
Spooler

When another computer sends a file to your printerptime spoolertempo-
rarily stores the file on your disk until it can be printed. The temporary files
waiting to be printed are in threint queue Once the files are printed, the print
spooler automatically deletes the files from your disk.

This chapter describes how to control the print spooler usingg@hend
MAKEBP commands. You can also control the print spooler with the Net-
work ManagerMENU program); refer to chapter 14 for instructions on using
the network manager.

The topics covered in this chapter include:
Displaying the print spooler status
Setting the print spooler state
Modifying the print queue
Controlling form feeds
Flow control for serial printers
Direct printing
Print priority
Creating a break page

Displaying the Print Spooler Status

To display the current status of the print spooler, type

PQ STATUS
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The following items of information are displayed:

Print spooler state— Active or Paused. When active, the print spooler
can send data to the printer. When paused, the print spooler cannot ser
data to the printer.

Print priority — Low, Medium, or High. The print priority determines
the amount of time that the server spends sending data to the printer.

Direct print setting — Enabled or Disabled. When direct printing is
disabled, the print spooler does not send a job to the printer until the entire
job has been received from the workstation. When direct printing is
enabled, the print spooler can send a job to the printer while it is being
received from the workstation.

Number of files in the print queue— This is the number of temporary
files on your disk that are waiting to be printed.

Printer(s) used by the print spooler— LPT1, LPT2, LPT3, COM1, or
COM2. For a serial printer (COM1 or COM2), theethod of flow
control is also displayed.

Form-feed setting— Yes or No. If yes, a form feed command is added
at the end of each printing job.farm-feed commantlls the printer to
advance the paper, so that the next print job begins at the top of a page

SUMMARY: PQ STATUS displays the current status of the print queue.

Setting the Print Spooler State

The print spooler has two possible stasesiveandpaused

When the print spooler &ctive it can send data to the printer. Temporary files
stored on your disk are sent to the printer one-by-one.

When the print spooler gausedit cannot send data to the printer. Temporary

files stored on your disk stay there until the print spooler goes back to the
active state. Other computers can still send files to the print spooler; these file
are stored on your disk, where they wait for the print spooler to become active

Note—If your computer is turned off or rebooted with files still in the print
queue, the server will automatically delete them the next time it starts up.
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Pausing the Print Spooler

To set the print spooler to the paused state, type

PQ PAUSE

The print spooler immediately stops sending data to the printer. (The printe

may continue printing for several seconds, because some data may be stor
inside the printer.)

For example, if the paper jams during a printing job, you usually have to paus
the print spooler to clear up the jam.

Continuing the Print Spooler

To change the print spooler to the active state, type

PQ CONTINUE

The print spooler resumes sending data to the printer. The data resumes

exactly the point where it was stopped B PAUSE (unless you have
modified the print queue).

For example, if you paused the print spooler to clear up a paper jam, you woul
continue the printing job by changing the print spooler status to active.

SUMMARY: PQ PAUSE causes the print spooler to stop sending data to

the printer.PQ CONTINUE causes the print spooler to resume sending
data to the printer.

Controlling the Print Spooler 5-3



Modifying the Print Queue

When there are several files waiting to be printed, they are storedgrirthe
queue Newly arriving print jobs go to the end of the line. The print job at the
head of the line is the one currently being printed.

This section describes tRESTART, CANCEL , andCLEAR options of the

PQ command. These are used to restart a job, to cancel a job currentl
printing, and to clear the print queue. All three can be used when the prin
spooler is active or paused.

Note—The Network ManageMENU) has much more extensive abilities to
modify the print queue. For example, you can display a list of the files in the
queue, rearrange the files, and delete specific files. Refer to chapter 14 fc
details.

Restarting the Current Print Job

To restart the current print job from the beginning, type

PQ RESTART

The file currently being printed starts again from the beginning.

If you usePQ RESTART when the print spooler is paused, printing will not
begin until you give thQ CONTINUE command. When you giveQ
CONTINUE, printing will begin at the start of the current file.

For example, you can restart the current print job from the beginning if the
printout is ruined by a printer malfunction.
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Canceling the Current Print Job

To cancel the job currently being printed, type

PQ CANCEL

The file is immediately deleted from the print queue. Printing continues with
the next file in the print queue.

If you usePQ CANCEL when the print spooler is paused, printing will not
begin until you give th?Q CONTINUE command. When you giveQ
CONTINUE, printing will begin at the start of the next file.

Clearing the Print Queue

To cancel all the jobs in the print queue, type

PQ CLEAR

All the files waiting to be printed (including the file currently being printed)
are immediately deleted from the print queue. Printing does not continue unti
the print spooler receives a hew print job.

PQ CLEAR does not affect files that are still in the process of being received.
It only affects files that have been completely received and are ready to b
printed.

SUMMARY: PQ RESTART restarts the current print job from the begin-
ning.PQ CANCEL cancels the current print joBQ CLEAR cancels all
the print jobs.
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Controlling Form-feeds

The print spooler prints a series of jobs, one after the other. The print spoole
usually sends form-feed commantb the printer at the end of each job. The
form-feed command tells the printer to advance the paper, so that the next pril
job will begin at the top of a page.

Two situations in which you may not want the print spooler to send form-feed
commands to the printer are when:

Using a PostScript-compatible printer (e.g., Apple LaserWriter).

Printing from within a word processor or other application program that
already adds a form-feed command at the end of each document.

The FEED andNOFEED options to th?Q command specify whether the
print spooler adds a form-feed command at the end of each print job. Thes
options are described in the following sectidfiSED andNOFEED can be
used whether the print spooler is paused or active.

Note— With the Invisible LAN Setup progralSETUP30, you can specify
the initial form-feed setting that is in effect when you start Invisible LAN.
Refer to thdnstallationmanual for details.

Turning Off Form-Feeds

To set the print spooler not to add a form-feed at the end of each print job,
type

PQ NOFEEDn

wheren is the number of the printer: 1 or 2nifs omitted, the command
refers to printer 1.
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Turning On Form-Feeds

To set the print spooler to add a form-feed at the end of each print job,
type

PQ FEEDN

wheren is the number of the printer: 1 or 2nifs omitted, the command
refers to printer 1.

Example—To set the print spooler to add a form-feed command at the end of
print jobs for printer 1 but not for printer 2, type

PQ FEED1
PQ NOFEED2

SUMMARY: PQ NOFEED turns off the print spooler’'s form-feed com-
mandsPQ FEED turns on the print spooler’s form-feed commands.

Flow Control for Serial Printers

There are two different ways to control the flow of data from the computer to
a serial printerDTR flow controlandXon/Xoff flow contral(DTR stands for
Data Terminal ReadyXon/Xoff stands foifransmit On/Transmit Qff

It is outside the scope of this manual to explain the technical differences
between DTR and Xon/Xoff flow control. You do need to know which method
is used in your printer. Most printers use DTR.

The XON andDTR options to thd®Q command specify the method of flow
control to be used for each printer. These options are described in the follow
ing sectionsXON andDTR can be used when the print spooler is paused or
active.

Note— With the Invisible LAN Setup progralSETUP30, you can specify
the initial flow control setting that is in effect when you start Invisible LAN.
Refer to thdnstallationmanual for details.

Controlling the Print Spooler 5-7



Selecting Xon/Xoff

To set the print spooler to use Xon/Xoff flow control when sending data
to the printer, type

PQ XONn

wheren is the number of the printer: 1 or 2nifs omitted, the command
refers to printer 1.

When using Xon/Xoff flow control, there are some situations in which the
computer may stop sending data to the printer and not start up again. Fc
example, this may happen if you turn off the printer to clear a paper jam. If the
computer stops sending data to the printer, reped®@&ON command to
restart the flow of data.

Selecting DTR

To set the print spooler to use DTR flow control when sending data to the
printer, type

PQ DTRn

wheren is the number of the printer: 1 or 2nifs omitted, the command
refers to printer 1.

Example—To set the print spooler to use Xon/Xoff for printer 1 and DTR for
printer 2, type

PQ XONI1
PQ DTR2

SUMMARY: There are two ways to control the flow of data from the
computer to a serial printd?Q XON tells the print spooler to us@®n/Xoff
flow control PQ DTR tells the print spooler to ug2TR flow contral
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Direct Printing

To enable direct printing, type

PQ DIRECT

To disable direct printing, type

PQ NODIRECT

In normal operation, the print spooler stores each print job in a file on the
server’s disk. When a complete print job has been received, the job is then se
to the printer.

Direct printing is a process that allows the print spooler to send a job to the
printer at the same time that it is being received from the workstation. Thus
the print spooler does not wait for the complete print job to be received before
beginning the actual printing.

You can us€Q to turn direct printing on and off while the server is running.

You can also usSETUP30to specify the initial state of direct printing; refer
to thelnstallationmanual for details.

SUMMARY: You use theDIRECT andNODIRECT options of thePQ
command to enable or disaluliect printing which allows the spooler to
send a job to the printer at the same time it is being received from the
workstation.
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Print Priority

To set printing priority to LOW, type
PQ LOW

To set printing priority to MEDIUM, type
PQ MEDIUM

To set printing priority to HIGH, type
PQ HIGH

The print priority determines the amount of time that the server devotes to
processing network print jobs. A high print priority gives more time to
printing, and less time to the user working locally at the server. A low print
priority gives less time to printing, and more time to the user working locally
at the server.

You can usd’Q to change the print priority while the server is running. You
can also useSETUP30 to specify the initial print priority; refer to the
Installation manual for details.

SUMMARY: You use th&. OW , MEDIUM , andHIGH options of the?Q
command to control the printing priority.

Creating a Break Page

Invisible LAN can print a break page at the beginning of each print job. The
break pageés a page that contains the user’s name, job title, date and time, an
a graphic design. The function of the break page is to separate the print jobs
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The design of the break page is stored on disk. BP_ASCII.DAT is the breal
page design for ASCII printers, BP_PSCPT.DAT is the design for PostScript
printers, and BP_PCL.DAT is the design for PCL printers.

If you wish, you can design your own break page by replacing the
BP_ASCII.DAT, BP_PSCPT.DAT, and BP_PCL.DAT files. THAKEBP
program lets you make your own break page.

The first step in designing a break page is to create a text file that describe
the break page. The text file contains the actual data that is sent to the print
when printing the break page, including any special control codes required b
the printer. In addition, the text file contaiescape codethat specify where

to insert the user name, job title, date, and time. When the break page |
printed, the print spooler automatically replaces the escape codes with th
appropriate values for the print job.

Each escape code begins with a tilde charaederThe following escape
codes can be used in the text file:

~d the day of the month (always 2 digits).
~h the hour (always 2 digits).
~ the print job title (always 31 characters). If the actual job

title is less than 31 characters, it is extended to 31
characters by appending blanks.

~m the minute (always 2 digits).

~Nn the line feed character (hexadecimal OA, same as ~x0a).

~0 the month (always 2 digits).

~r the carriage return character (hexadecimal 0D, same as
~x0d).

~s the second (always 2 digits).

~t the tab character (hexadecimal 09, same as ~x09).

~u the user name (always 15 characters). If the actual user

name is less than 15 characters, it is extended to 15
characters by appending blanks.

~Xnn the hexadecimal character 'nn’.
~y the year (always 2 digits).

~~ a single tilde character.
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After creating the text file, you uddAKEBP to convert it into the data file
required by the print spooler. The command is:

To create a break page data file, type
MAKEBP infile outfile

where the parameters have the following meaning:

infile The name of a text file that you created, which con-
tains the break page description.
outfile The name of the data file tHdtAKEBP creates. This

should be BP_ASCII.DAT if you are creating a break
page for an ASCII printer, or BP_PSCPT.DAT if you
are creating a break page for a PostScript printer, or
BP_PCL.DAT if you are creating a break page for a
PCL printer.

WhenMAKEBP processes your text file, it automatically discards all char-
acter codes less than 32 (decimal), including carriage return, line feed, and ta
The only way to send character codes less than 32 to the printer is to use tl
escape codes.

As examples, we have included the text files that were used to create th
default break page. The files are called BP_ASCII.TXT and BP_PSCPT.TXT
and BP_PCL.TXT. You may use these files as examples, and as starting poin
for defining your own break page.

Technical note— When designing a PostScript break page, you must use the
readstring operator to read the user name and job title into the PostScript
program. This is because the user name and job title may contain characte
that the PostScript interpreter would normally treat as control codes rathe
than text. Theeadstring operator lets you bypass the interpreter and read in
the text directly. Refer to BP_PSCPT.TXT for an example of how this can be
done.

SUMMARY: The MAKEBP command lets you change the design of the
break pagewhich is printed by the print spooler at the beginning of each
print job. To useMAKEBP , you first create a text file that contains a
description of the break page, and then runN&KEBP program to
convert the description into the data file format required by the print
spooler.
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CHAPTER 6

Network Software
Control

You can display and control certain parameters of the network software usin
the DEDICATE , CACHE, NW, andUS commands. This chapter covers the
following topics related to the use of these commands:

Dedicated servers

Controlling the disk cache
Displaying network software status
Controlling the server

Hiding the network software
Controlling the use of the speaker
Setting up for tape backup
Controlling Ultra Server

Ultra Server in Non-Dedicated Mode

Dedicated Servers

To place the file server into dedicated mode, type

DEDICATE

A dedicated serveis a computer that is devoted exclusively to the task of
being a file server. In other words, a dedicated server is a file server that he
no local user.

You use theDEDICATE command to establish a dedicated server. Simply
start Invisible LAN normally, and then riEDICATE .
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DEDICATE does two things. First, it allows the server to run faster. And
second, if you are using the Invisible LAN disk cache with the cache data in
extended memory, thdDEDICATE also allows the disk cache to run faster.

After startingDEDICATE , you can press any key to exit from dedicated
server mode and return to the normal non-dedicated server mode.

SUMMARY: Use theDEDICATE command to set up a dedicated server.

Controlling The Disk Cache

If you have installed the Invisible LAN disk cache, you can us€&@€HE
command to control the cache and display cache status. For instructions ¢
how to install the disk cache, refer to tBetting Startedmanual or the
Installation manual.

To control the cache, you type the comm&#CHE, using the parameters
described below.

To control the cache, type
CACHE [ parameters ]

where theparametersdetermine what action to take. Tharameters
may include one or more of the following:

IF Flush Cache. This command waits until all back-
ground write operations are finished, and then com-
pletely erases the contents of the cache.

IN Disable Cache and Flush Cache. This command first
flushes the cache (in exactly the same wa§psand
then disables the cache. After this command, all disk
operations go directly to the hard disk, with no cache.

v Display Cache Status. This displays the following: (1)
Cache enable/disable state; (2) Cache size; (3) Write
policy; (4) Hard disk parameters; (5) Cache perfor-
mance statistics.
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IW=policy Change Write PolicyW=0 changes the write policy
to write-through/W=1 changes the write policy to
write-back/W=2 changes the write policy to delayed-
write.

1Y Enable Cache. This command reverses the effect of
IN, and allows the cache to operate.

1z Reset Statistics To Zero. The cache statistics displayed
by /V are reset to zero. This does not affect the opera-
tion of the cache in any way. This command is useful
mainly for running tests of cache performance.

Example 1 — Enabling, Disabling, Flushing

To turn off the cache, type

CACHE /N

To turn the cache back on, type

CACHE Y

The/F parameter provides a convenient way to ensure that all data in the cact
has been physically written to the disk. If you use the delayed-write option,
you should get into the habit of always flushing the cache before turning off
or rebooting your computer. To flush the cache, use

CACHE [F

Example 2 — Changing The Write Policy

The disk cache supports three differamite policies write-through, write-
back, and delayed-write. The write policy affects what the disk cache doe:s
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when DOS writes data to the disk. If you selegte-through DOS has to wait

until the data is physically written onto the disk. If you selettie-back the

data is stored in the cache; the actual write is started as soon as possible, |
completes at a later time, in background. If you selelgtyed-write the data

is stored in the cache; the actual write does not begin until several seconc
later, and is performed entirely in background.

Using the Invisible LAN Setup prograrBETUP30, you can specify which
write policy is selected when you start Invisible LAN. Refer tdiséallation
manual for details. Thiastallationmanual also has further information about
write policies.

To change the write policy to write-through, use

CACHE /W=0

To change the write policy to write-back, use

CACHE /w=1

To change the write policy to delayed-write, use

CACHE /W=2

Note that you can use more than one parameter in a single command. F
example, to enable the cache and also change the write policy to write-bacl
you could type

CACHE /Y /w=1

Example 3 — Cache Statistics

To display statistics on the performance of the cache, type

CACHE IV

The information displayed is similar to the following:
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CACHE STATUS

Cache is enabled.

Cache size is 3060K.
Write policy is Write-Back.

DISK PARAMETERS
Drive 0 has 939 cylinders, 8 heads, and 17 sectors.

CACHE PERFORMANCE

Cache hits: Read=2983, Write=2408.
Cache misses: Read=101, Write=614.
Cache hit ratio: Read=96%, Write=79%.

The display is divided into three sections. The first section shows the status c
the cache program. It displays:

Whether the cache is enabled or disabled.

The actual size of the cache, in kilobytes. (If you used the Setup progran
to specify the size of the cache, this number may be slightly different than
the size you specified.)

The current write policy: Write-Through, Write-Back, or Delayed-Write.
The second section shows the characteristics of the hard disks. There is ol

line for each hard disk; the first hard disk is Drive 0, the second hard disk is
Drive 1, and so on. For each hard disk, the program shows:

The total number of cylinders.
The number of heads in each cylinder.
The number of sectors in each track.

The third section shows the cache performance. The following data is dis
played:

Read Hits — The number of disk read operations that were satisfied by
reading from the cache, instead of reading the hard disk.

Read Misses — The number of disk read operations that required a rea
of the hard disk, because the requested data was not in the cache.

Read Hit Ratio — The percentage of disk reads that were satisfied by
reading from the cache, instead of reading the hard disk. The higher th
number, the better the performance of the cache.

Write Hits — The number of disk write operations that overwrote data
which was already in the cache.
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Write Misses — The number of disk write operations that did not over-
write data already in the cache.

Write Hit Ratio — The percentage of disk writes that overwrote data
which was already in the cache. The higher the number, the better th
performance of the cache.

At any time, the performance counters can be reset to zero usirg the
parameter, as shown:

CACHE /z

SUMMARY: The CACHE program lets you enable or disable the disk
cache, flush the cache, change the write policy, and display cache statistic

Displaying Network Software Status

To display the status of the network software, type

NW STATUS

The following information is displayed:
Software modules installed—Server, Redirector, or both.

Server state—active or paused. When the serveadsve other comput-
ers can use your disks and printers. When the senmauised other
computers cannot use your disks and printers.

Network software visibility—hidden or visible. The network software
is usuallyvisible so that applications designed for network use can tell
that they are running on a network. When the softwan@den appli-
cations cannot tell that they are running on a network.

Access to speaker-Whether Invisible LAN is allowed to use the
computer’s speaker.

Invisible LAN software version number.

SUMMARY: Use theNW STATUS command to display the status of the
network software.
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Controlling the Server

You can use thdW command tpauseor activatethe server. When the server

is paused it does not respond to workstations that want to use its disks or
printers. A workstation that tries to access the server hangs up until you
activatethe server again.

Most programs use DOS to access the disk. However, a few programs bypa
DOS and access the disk directly. To run such a program, you must pause tl
server. An example is a tape backup program that does an image backu
Another example is the DOSHKDSK command.

Caution—If you have any drive letters or print devices mapped to yourself,
make sure you don't use them while the server is paused. If you do, you
computer will hang up, and you will have to re-boot.

To pause the server, type
NW PAUSE
To activate the server, type

NW CONTINUE

SUMMARY: Use theNW PAUSE andNW CONTINUE commands to
pause and continue the server.

Hiding the Network Software

When the network software Bdden application programs cannot tell that
they are operating on a network. An application cannot tell the difference
between a network drive and a local drive.

When the network softwarevssible a “network-aware” application program
can detect that it is operating on a network. It can tell which drive letters are
network drives and which are local drives.
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Some application programs are intentionally designed so that they won't rur
on a network. For example, tape backup programs which perform file-by-file
backup are sometimes designed this way. If you want to use such a prograr
you must hide the network software.

To hide the network software, type
NW HIDE
To make the network software visible, type

NW UNHIDE

SUMMARY: Use theNW HIDE andNW UNHIDE commands to control
the visibility of the network software to other applications.

Controlling Use of the Speaker

The redirector beeps the speaker when the server is slow in responding to
network request. The mail system beeps the speaker when it receives
message. With these commands, you can control whether this happens.

To prevent the redirector and mail system from using the computer’s
speaker, type

NW NOAUDIO

To allow the redirector and mail system to use the computer’s speaker,
type

NW AUDIO
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SUMMARY: Use theNW NOAUDIO andNW AUDIO commands to
control the use of the computer’s speaker.

Tape Backup

The most common use of theV command is to allow the use of tape backup
programs on the network.

There are two kinds of tape backimpage backugndfile-by-file backup.

Image Backup

Image backup makes an exact copy of the disk sector by sector. Image back
does not use DOS to read files; it simply reads disk sectors.

If you have a tape drive installed in your computer, you can make an imag
backup of your own disk. You cannot make image backups of other disks
across the network. If your system is a server, you must make sure that no or
uses your disk while you are making an image backup.

To do this, pause the server before starting the image backup by typing

NW PAUSE

File-by-File Backup

File-by-file backup systems copy individual files onto the tape. The software
uses DOS to read the individual files.

If you have a tape drive in your computer, you can make file-by-file backups
of your own disk, as well as other disks across the network. Since networl
disks appear as additional drive letters, you can simply direct the tape softwar
to back up files from a network disk. However, some backup software refuse:
to back up files from a network disk. If this happens, you can get around it by
hiding the network software. When the network software is hidden, the
backup software cannot tell that it is working on a network disk. To hide the
network software, type

NW HIDE
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SUMMARY: Some tape backup software does not function properly on a
network system. You can sometimes get the tape backup software to wor
by hiding the network software using th&V HIDE command.

Controlling Ultra Server

Ultra Serveris the high-performance version of the Invisible LAN file server.
Itis intended mainly for dedicated servers. Ultra Server requires a 386 or 48
computer. It uses 32-bit code, multitasking, and extensive caching to operat
at very high speed.

If you have installed Ultra Server, you can uselt®ecommand to control
Ultra Server and display status information. For instructions on how to install
the Ultra Server, refer to th€etting Startedmanual or thenstallation
manual.

Displaying Ultra Server Status

To display the status of Ultra Server, type

US STATUS

The information displayed is similar to the following:
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CACHED DRIVES
Drive C:  Type=Fixed Disk, Status=Mounted.
Drive E: Type=CD-ROM, Status=Mounted.

CACHE USAGE

Open Files: Current=7, Maximum=52, Limit=500.

Record Locks:  Current=15, Maximum=24, Limit=1000.

Kilobytes 1/O: Read=21012K, Write=13163K.

Cache Memory: Data=4884K, Directory=163K,
File/Lock=39K.

CACHE PERFORMANCE

Read: Hit=10896, Miss=312, Hit Ratio=97%.
Write: Hit=5904, Miss=1398, Hit Ratio=88%.
Directory: Hit=1157, Miss=125, Hit Ratio=90%.
Channel: Hit=2448, Miss=738, Hit Ratio=76%.

The display is divided into three sections. The first section lists all the cachec
drives. (By default, Ultra Server caches each installed drive from C: to Z:.)
For each drive, the program displays:

The type of drive: fixed disk or CD-ROM. A fixed disk is a read/write
drive, whereas a CD-ROM is a read-only drive.

The drive status: mounted or unmounted. A mounted drive can be ac
cessed normally. An unmounted drive cannot be accessed.

The second section shows usage of Ultra Server resources. The followin
information is shown:

The number of files currently open, the maximum number of files that
have been open at one time since Ultra Server was started, and the lim
on open files as defined in the NET30.INI file.

The number of record locks currently established, the maximum number
of record locks that have been established at one time since Ultra Serve
was started, and the limit on record locks as defined in the NET30.INI
file.

The total amount of data read and written by users since Ultra Server wa
started, in kilobytes.

The amount of extended and hyper-extended memory available for cach
ing, in kilobytes. The cache memory is broken down into three categories
(1) file data; (2) directory entries; and (3) file handles and record locks.
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The third section shows the cache performance. The following is displayed:

Read Hits — The number of file read operations that were satisfied by
reading from the cache, instead of reading the hard disk.

Read Misses — The number of file read operations that required a rea
of the hard disk, because the requested data was not in the cache.

Read Hit Ratio — The percentage of file reads that were satisfied by
reading from the cache, instead of reading the hard disk. The higher th
number, the better the performance of the cache.

Write Hits — The number of file write operations that overwrote data
which was already in the cache.

Write Misses — The number of file write operations that did not over-
write data already in the cache.

Write Hit Ratio — The percentage of file writes that overwrote data
which was already in the cache. The higher the number, the better th
performance of the cache.

Directory Hits — The number of file open operations where the required
directory entry was already in the cache.

Directory Misses — The number of file open operations where the
required directory entry was not in the cache.

Directory Hit Ratio — The percentage of file opens where the required
directory entry was already in the cache. The higher the number, the bette
the performance of the cache.

Channel Hits — The number DOS read/write operations where Ultra
Server already had a DOS handle open for the file.

Channel Misses — The number of DOS read/write operations where
Ultra Server had to open a DOS file handle, because it did not alread)
have an open handle for the file.

Channel Hit Ratio — The percentage of DOS read/write operations where
Ultra Server already had a DOS handle open for the file. The higher the
number, the better the performance of the cache.

Unmounting Drives

Each cached drive can be either mounted or unmounted. When the drive |
mountegdusers can access it normally. When the drivaisountedit cannot

be accessed. When you start Ultra Server, it automatically mounts all cache
drives.
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For drives with removeable media (like CD-ROMSs), you must unmount the
drive before removing the disk, and then mount the drive again after inserting
a new disk. This allows the contents of the cache to be updated properly.

To unmount one or more drives, type
US UNMOUNT [d:]...

or
US DOWN [d:]...

The symbol {d:]...” indicates an optional list of drive letters. If you don't
include a list of drive letters, then the command affects all cached drives.

The difference betweedNMOUNT and DOWN lies in what happens if
there are open files on the drive(s). If there are open files SHENMOUNT
command terminates with an error message and does not unmount th
drive(s). TheaUS DOWN command closes any open files and then unmounts
the drive(s).

Note — After unmounting a drive, it is still possible to list the drive’s
directory. However, it is not possible to open any files or modify the disk in
any way. The software is intentionally designed this way to prevent unex-
pected DOS error messages.

Note — Ultra Server establishes a cadblackout zonein the network
directory (usually C:\NET30). Files located in the network directory are never
cached, even if the network directory is on a cached drive. Also, files locatec
in subdirectories of the network directory are never cached. Files in the cach
blackout zone are always accessible, even if you unmount the drive tha
contains the network directory.

Caution — Unmounting the drive that contains COMMAND.COM may
cause DOS to lock up if COMMAND.COM becomes inaccessible. To prevent
this from happening, put COMMAND.COM in an uncached area, either on an
uncached drive or within the blackout zone. Be sure to update your COM-
SPEC environment variable to reflect the new location.

Example — To unmount both drive D: and drive E:, type

US UNMOUNT D: E:
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Example— To close all files on both drive D: and drive E:, and then unmount
the two drives, type

US DOWN D: E:

Example — To unmount all cached drives, type

US UNMOUNT

Example — To close all files on drive F:, and then unmount the drive, type

US DOWN F:

Mounting Drives

After unmounting a drive, you need to mount it if you want to use it again.

To mount one or more drives, type
US MOUNT [d:]...

The symbol {d:]...” indicates an optional list of drive letters. If you don't
include a list of drive letters, then the command affects all cached drives.

Example — To mount both drive D: and drive E:, type

US MOUNT D: E:

Example — To mount all cached drives, type

US MOUNT
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Example — To mount drive F:, type

US MOUNT F:

SUMMARY: TheUS program lets you display Ultra Server status informa-
tion, unmount drives, and mount drives.

Ultra Server in Non-Dedicated Mode

Ultra Server is intended mainly for dedicated file server applications. How-
ever, you can run Ultra Server in non-dedicated mode if you wish.

To run Ultra Server in non-dedicated mode, you need to obey the following
special rules:

Direct access to cached drives is prohibited. Cached drives may b
accessed only via drive mappings. Therefore, the server must establis
drive mappings to itself if it requires access to the cached drives. The
Invisible LAN redirector automatically establishes the necessary map-
pings.

You cannot use the following DOS commands on the computer running
Ultra Server: SUBST, JOIN, and ASSIGN.

It is not possible to run Windows 386 enhanced mode on the compute
running Ultra Server. It is possible to run Windows standard mode,
provided that you enable Windows support in the Setup program, and yol
configure Ultra Server to leave some extended memory free for Windows
to use.

SUMMARY: You can run Ultra Server in non-dedicated mode, provided
you access cached drives only via drive mappings, don’t use the SUBST
JOIN, or ASSIGN commands, and don’t run Windows 386 enhanced mode
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CHAPTER 7

Logon Commands

Security is an optional part of Invisible LAN. If you choose to have security,
you use the Network Manag@&ENU program) to set up the security system,
as described in chapter 15. When security is active, Invisible LAN verifies
security permissions every time someone establishes a drive or printer may
ping, accesses the bulletin board, or manages the server.

Security permissions are based on user names and passwords. You use |
logon commands to enter your user name and password. This chapter d
scribes:

Entering your password
Logging on to the network

Entering Your Password

Entering a password is the only contact most users have with security.

Option 1: To enter your password, type

PASSWORD password

Replacepasswordvith your password. The person in charge of the server
can tell you your password.

Option 2: If you want to be prompted to enter your password, type

PASSWORD /P

When you give this commanBASSWORD prompts you to type in your
password. The password you type is not displayed on the screen, so
anyone looking over your shoulder will not see your password. This form
of the command is recommended if you PASSWORD into a batch

file, because you don't have to put your actual password in the batch file.
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Example 1—Your password is SECRET. Type
PASSWORD SECRET

Example 2—You need to access two different servers. On server ROBERT,
your password is ANGELFOOD. On server JANET, your password is MON-

ITOR. You want to use drive letter F: to refer to shorthame NETDISK on

server ROBERT, and you want to use drive letter G: to refer to shorthame
ACCTS on server JANET. Type

PASSWORD ANGELFOOD
MAP F: \\ROBERT\NETDISK
PASSWORD MONITOR
MAP G: WJANET\ACCTS

If you put these commands into a batch file, you probably wouldn’t want to
put your actual passwords into the batch file, because anyone could discove
your passwords just by reading the batch file. So you would uge tption

of thePASSWORD command, like this:

PASSWORD /P

MAP F: \\ROBERT\NETDISK
PASSWORD /P

MAP G: WJANET\ACCTS

When you run this batch file, it prompts you to enter your first password. You
type ANGELFOOD, and predsnter. The batch file does the mapping for
drive F:, and prompts you to enter your second password. You type MONI-
TOR, and presBnter. The batch file then performs the mapping for drive G:.

Note— Using the Invisible LAN Setup progra@ETUP30, you can specify
a password to be in effect automatically when you start Invisible LAN. Refer
to thelnstallationmanual for details.

SUMMARY: Use thePASSWORD command to enter your password. The
password is checked when you attempt to access a network resource.

Logging On to the Network

The Invisible LAN security system is based on user names. The user name
established when you start Invisible LAN. With thENU program (de-
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scribed in chapter 15), you specify which users are able to access whic
network resources.

This can be inconvenient if you move around the network, using severa
different machines. Security permissions are tied to your machine, and do nc
follow you as you move from machine to machine.

To overcome this problem, Invisible LAN includes two programs called
LOGON andLOGOFF. With these programs, you can obtain access to your
security permissions from any machine in the network.

Logging On

To establish access to your security permissions from any machine in the
network, type

LOGON

The LOGON command prompts you to enter your user name and password
After runningLOGON, you have the security permissions of the name and
password that you entered. For example, every time you establish a drive ¢
printer mapping, the security permissions are verified using the name an
password entered wittOGON.

Note— LOGON only changes the name used for verifying security permis-
sions. It does not change the name used for electronic mail, or for the polling
function of theMENU program.

Logging Off

To reverse the effect of th® GON command, type

LOGOFF
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The LOGOFF command restores the machine’s original user name. After
runningLOGOFF, you have the machine’s original security permissions.

Note — LOGOFF does not restore the original password. You can use the
PASSWORD command (after runningDGOFF) to restore the password.

Note — Drive and printer mappings established before runhGOFF
will remain in effect after runnin OGOFF. Use theMAP command to
discontinue any mappings you do not want to use with the original user name

SUMMARY: The LOGON andLOGOFF commands are used to log on
and off the networkLOGON lets you enter a new user name and pass-
word, whileLOGOFF restores the original user name.
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CHAPTER 8

Diskless Workstation
Commands

A diskless workstatiois a computer without disk drives. Except for the lack
of disk drives, a diskless workstation is just like any other computer — it has
the same system unit, keyboard, and screen.

Because it lacks disk drives, a diskless workstation cannot be started (boote
up) in the usual way. Usually, when you start a computer it loads the disk
operating system (DOS) from the disk drive. A diskless workstation must load
DOS from somewhere else. With Invisible LAN, it loads DOS from a server
on the network called theemote Program Load Server

To use diskless workstations, one computer on the network must be set up
a Remote Program Load Server. Any Invisible LAN file server can serve this
function. This chapter tells you how to set up and use a Remote Program Loa
Server. It also describes the use of NMEETADDR command to establish
different startup procedures for each diskless workstation on the network.

Creating a Boot Diskette

To set up a Remote Program Load Server, you must first crieate diskette

A boot diskettecontains all the files needed to start a computer and access th
network. At a minimum, it must contain the DOS system files and enough of
the Invisible LAN program files so that you can start the network and map in
to the server.

The procedure for creating a boot diskette is:

Step 1. Insert the blank diskette in drive A..

Step 2. Format the diskette, and copy the DOS system files onto the diskett
by typing

FORMAT A:/S
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Step 3. Copy all the Invisible LAN program files needed to start the network
onto the diskette. The names of the required program files are listed in the te
file called FLOPPY.TXT.

Step 4. Make an initialization file for each diskless workstation, and put it on
drive A:. To do this, load the Invisible LAN Setup progré®@&ETUP30. Use

it to create an initialization file on drive A: for each diskless workstation.

Make sure to give each initialization file a different filename, and specify a
different user name for each diskless workstation.

Remember that since the workstations are diskless, you do not need to inst:
a disk cache. Also, the only possible reason for installing the server is to shar
a printer; in this case, you need a RAM Disk on the diskless workstation to
hold the print spool files.

Step 5. Create a CONFIG.SYS file for the diskless workstations, and put if
on drive A:. You can us8ETUP30to create the CONFIG.SYS file, or you
can create the file yourself with a text editor. If you create the file yourself,
remember to install the CACHE30.SYS and N30DEV.SYS device drivers. All
the diskless workstations must share the same CONFIG.SYS file.

Step 6. If your diskless workstations need any additional files to start up (sucl
as device drivers), copy the files onto drive A: now.

Step 7. If you wish, you may create an AUTOEXEC.BAT file for the diskless

workstations. Create the file with a text editor, and put it on drive A:. If you

have more than one diskless workstation, it is possible for each workstation t
have a different AUTOEXEC procedure; refer to the description of the

NETADDR command later in this chapter.

SUMMARY: A boot diskettecontains all the files needed to start a work-
station, including the DOS system files and the Invisible LAN program
files.

Creating an Image File

Once you have created a boot diskette, the second step in setting up a Rem«
Program Load Server is to createimage fileon the server’s fixed disk. The
image file contains an exact copy of the entire boot diskette. Diskless work:
stations use this image file when they start up.
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To create a boot diskette image file, type
MAKEIMG d: image_file

The parameters have the following meanings:

d: The drive where the boot diskette is located (A: or B:).
Usually this is A:.

image_file The name of the image file thMAKEIMG will
create. You can optionally include a drive and path as
part of the name.

Example—You want to create an image file named BOOTDISK.IMG and
place the file in directory C:\NET30. Insert your boot diskette in drive A: and
type

MAKEIMG A: C:\NET30\BOOTDISK.IMG

SUMMARY: MAKEIMG creates ammage file The image file contains an
exact copy of the boot diskette.

Configuring the RPL Server

After creating the image file, you need to configure the Remote Program Loac
Server. This is done using the Invisible LAN Setup progr&&TUP30.
Here are the steps:

Step 1. Run th8ETUP30program.

Step 2. Use theoad/Create Initialization File selection to load the server’s
initialization file into memory.

Step 3. Seledddvanced Configuration from the Main Menu to bring up the
Advanced Configuration Menu. Then sel&etrver Parametersto bring up
the Server Parameters screen.

Step 4. Enter the name of the image file intoRR& Image field. You must
enter the full drive and path. For example, if the image file is named BOOT-
DISK.IMG and is located in directory C:\NET30, you should enter
C:\NET30\BOOTDISK.IMG.
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Step 5. PresEnter or F9 to complete the entry and return to the Advanced
Configuration Menu. Then preg&scto return to the Main Menu.

Step 6. Use th8ave Initialization File selection to save the server’s initial-
ization file back to the disk.

After changing the server’s initialization file, you need to reboot the system
(pressCtrl-Alt-Del ) and re-start the server in order for the new parameters to
take effect.

SUMMARY: Configuring the Remote Program Load Server requires that
the name of the image file be placed in the server’s initialization file. This
can be done with theETUP30program.

Starting the Workstations

To start a diskless workstation, you need to enable the TransBIOS/NetBIO¢
ROM on the network card. When you start the diskless workstation, the
network ROM takes control of the system, contacts the Remote Program Loa
Server, and loads DOS from the boot diskette image file.

The diskless workstation starts up exactly as if the boot diskette were in drive
A:. Any CONFIG.SYS and AUTOEXEC.BAT files on the boot diskette are
executed by the diskless workstation.

Once the diskless workstation is started, you can refer to the boot diskette ¢
drive A:. For example, the commabBdiR A: displays a directory of the boot
diskette.

After starting the diskless workstation, you need to us&lEiE30 command

to start Invisible LAN. Since all the diskless workstations in the network have
to share the same boot diskette image, there will be several Invisible LAN
initialization files on the boot diskette; one for each diskless workstation.
Therefore, when you type tidET30 command, you must indicate which
initialization file you want to use. For example, if your initialization file is
named ROBERT.INI, you would type the following command to start Invisi-
ble LAN:

NET30 ROBERT
Note that by using thBIETADDR command, you can have each diskless

workstation automatically start up with the correct initialization file.
NETADDR is described later in this chapter.
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SUMMARY: When a diskless workstation is turned on, it starts up exactly
as if the boot diskette were in drive A:. It does so by accessing the image ¢
the boot diskette contained in the image file on the Remote Program Loa
Server.

Unlinking From the RPL Server

If you have a computer with a floppy disk drive installed (but no fixed disk),
you can use it as if it were a diskless workstation. To do so, just leave the
floppy disk drive empty when you turn on the computer. It contacts the
Remote Program Load Server just as if it were a diskless workstation.

When you start up this way, you cannot use your floppy drive, because drive
letter A: refers to the image of the boot diskette on the Server and not to you
own disk drive.

To use your own floppy disk drive, you must break the connection with the
Remote Program Load Server using thdLINK command. Follow this
procedure:

Step 1. Use thtMAP command to gain access to the server’s disk. For
example, to gain access to SERVER disk C:, type

MAP C: \\SERVER\C:\
Step 2. Switch to the server’s disk. Using the previous example, type
C:

Step 3. Use th®ATH command to specify the directories containing the
DOS and Invisible LAN program files, for example

PATH=C:\DOS;C:\NET30

Step 4. Use th6 ET COMSPEC command to identify the location of the
DOS file COMMAND.COM. An example is:

SET COMSPEC=C:\DOS\COMMAND.COM

Step 5. Unlink by typing
UNLINK
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SUMMARY: The UNLINK command breaks the connection with the
Remote Program Load Server and gives you access to your own floppy dis
drive.

Custom Startup Procedures

Option 1. To display the network address or serial number, type
NETADDR /V

Option 2. To test for a specified network address or serial number, type

NETADDR nnnn

wherennnn is a network address or serial numbEETADDR returns
ERRORLEVEL 0 if the network address or serial number matuhes,

or ERRORLEVEL 1 if they don't match. INETADDR is unable to
determine the network address or serial number, it returns
ERRORLEVEL 255.

Option 3. To return the network address as an ERRORLEVEL, type
NETADDR

If the network board has an address between 0 and 255 HIXDDR
returns an ERRORLEVEL equal to the network address. Otherwise, it
returns ERRORLEVEL 253 ote— This option is included for compat-
ibility with old versions of Invisible LAN. We recommend using option

2 instead of option 3.

The NETADDR command is intended to be used in a batch file. It lets you
obtain the address or serial number of the network hardware, and execute
different procedure depending on the reNlETADDR is most useful when
setting up an AUTOEXEC.BAT file for diskless workstations, because it lets
you specify a different startup procedure for each workstation.

If you don’t know the address or serial number of your network hardware, you
can useNETADDR /V to display it.
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Example — Suppose you have three diskless workstations. Station MIKE has
serial number 9284, station VINCE has serial humber 9656, and statior
REGINA has serial number 9472. You have set up three initialization files
called MIKE.INI, VINCE.INI and REGINA.INI, and you want to start each
workstation with the appropriate initialization file. You can do this as follows:

REM Check for MIKE

NETADDR 9284

IF ERRORLEVEL 255 GOTO :FAILED
IF ERRORLEVEL 1 GOTO :NOTMIKE
NET30 MIKE

GOTO :DONE

:NOTMIKE

REM Check for VINCE

NETADDR 9656

IF ERRORLEVEL 255 GOTO :FAILED
IF ERRORLEVEL 1 GOTO :NOTVINCE
NET30 VINCE

GOTO :DONE

:NOTVINCE

REM Check for REGINA

NETADDR 9472

IF ERRORLEVEL 255 GOTO :FAILED
IF ERRORLEVEL 1 GOTO :NOTREGINA
NET30 REGINA

GOTO :DONE

:NOTREGINA
ECHO Unrecognized station address!
GOTO :DONE

:FAILED
ECHO Unable to read station address!

:DONE

SUMMARY: TheNETADDR command is used in a batch file. It lets you
execute different procedures, depending on the address or serial number
the network hardware.
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Memory Management

The Invisible RAM memory managers can be used on diskless workstations
Since the memory managers are selected and configured by the Invisible LAl
initialization file, it is possible for each diskless workstation to use the
memory manager that is most appropriate for its hardware.

All the usual features are available when using the memory managers o
diskless workstations. However, there are two features that are of specic
importance to diskless workstations. These are discussed below.

Copying the Network ROM

On a diskless workstation, you must enable the TransBIOS/NetBIOS ROM or
the network card. On AT-class computers, ROMs are much slower RAM (this
is why the RAM version of TransBIOS/NetBIOS gives better performance
than the ROM version). So, on AT-class computers, it would be desirable tc
start up using the ROM and then switch over to RAM.

Five of the Invisible RAM memory managers have the ability to do this: the
NEAT, AT/386, SCAT, PEAK, and 386 VIRTUAL memory managers. When
you load one of these memory managers, it automatically detects that you al
using the network ROM. Then it disables the ROM, and inserts RAM at the
address which the ROM occupied. Finally, it copies the contents of the ROM
into the RAM.

The result is that the ROM code now executes at RAM speed. This allows
diskless workstations to enjoy the high performance of the RAM version of
TransBIOS/NetBIOS.

Relocating the TransBIOS Data Area

When the TransBIOS/NetBIOS ROM starts up, it “steals” some RAM from
the top of DOS memory. This has two undesirable consequences: first, i
reduces the memory available to DOS; and second, it makes it impossible t
frontfil DOS memory frontfill means increasing DOS memory beyond
640K, usually to 736K on a color system or 704K on a monochrome system)

All the memory managers can overcome this problem. The memory managel
can move the TransBIOS data area to a different location. The data area c:
be moved into low DOS memory, or into shadow RAM. Either way, once the
data area is moved, it is possible to frontfill DOS memory. And if the data arec
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is moved to shadow RAM, the “stolen” RAM once again becomes available
to DOS.

The workstation’s initialization file determines if the data area is moved to low
DOS memory, or to shadow RAM. UsiBgETUP3Q you control this with the
Data Location parameter on the TransBIOS parameter screen. (To get to tt
TransBIOS parameter screen, sefattanced Configuration from the Main
Menu, and then sele€tansBIOS Parametersfrom the Advanced Configu-
ration Menu.) If you seledOS for Data Location, the data area is moved to
low DOS memory. If you sele@HADOW for Data Location, the data area

is moved to shadow RAM.

SUMMARY: The Invisible RAM memory managers have two special
features for diskless workstations: copying the network ROM to RAM in
order to increase performance, and relocating the TransBIOS data area
order to free up DOS memory.
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CHAPTER 9

Memory Management
Commands

This chapter describes several commands you can use with the Invisible RAN
memory managers. These commands let you:

Display the memory map

Use shadow RAM

Control VGA and EGA graphics memory
Clear the computer’'s CMOS memory

Displaying the Memory Map

To display information about the memory in your computer, type
SHADOW [ options ]

where theoptions determine which information is to be displayed. The
optionsmay include one or more of the following:

A All. Display all of the following information.

IC Chips and Technologies chipset. Display information
about special memory-management chips manufac-
tured by Chips and Technologies. (These chips are
built in to many AT-type computers.)

ID DOS. Display information about DOS memaory.

IE Extended. Display the size of extended memaory.
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H Handles. Display a table of all expanded memory

handles.

IM Memory map. Display a complete memory map of the
system.

IN Network software. Display information about the
memory usage of Invisible LAN.

IS Shadow RAM. Display the usage of shadow RAM.

IX Expanded. Display information about expanded mem-
ory.

ID — DOS Memory Information

If you include theD or/A parameterSHADOW produces a display similar
to the following:

DOS version number: 3.30.
Total DOS memory: 736K.
Free DOS memory: 638K.

The first line indicates which version of DOS you are using.
The second line indicates the total amount of memory available for DOS.

The third line indicates the amount of DOS memory that is available for
application programs.

IX — Expanded Memory Information

You can display information about expanded memory by includinfxttoe
/A parameter.

If there is no expanded memory manager software insteleDOW
displays the following:
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Expanded Memory Manager: Not installed.

If there is an expanded memory manager instai¢tADOW produces a
display similar to the following:

Expanded Memory Manager: Installed.
Version number: 4.0.
Total expanded memory: 2048K.
Free expanded memory: 1824K.
EEMS (enhanced EMS) functions: Available.

The first line indicates that the expanded memory manager is installed.
The second line gives the version number of the expanded memory softwar
The third line gives the total amount of expanded memory in the system.

The fourth line gives the amount of expanded memory that is available for usi
by application programs.

The fifth line tells whether the expanded memory manager software support
theenhanced EME&EEMS) functions. These extra functions are not part of the
official EMS specification, but are used by some application programs.

IH — Expanded Memory Handles

When an application uses expanded memory, it obtalremedle from the
expanded memory manager. The handle lets the expanded memory manag
keep track of which portion of the expanded memory belongs to each appli
cation program.

If you include theH or /A parameterSHADOW displays a table of all the
expanded memory handles currently in use, in a form similar to the following:

EMS handles, names, and sizes:
0 SYSTEM 512K.
1 NET30-C1 1088K.

Each line in the table shows three items of information:

The handle number. This can range from 0 to 255. Handle number O i
created by the expanded memory manager itself; other handles are cre
ated by application programs.
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The handle name, if any. An application program can optionally assign &
name to a handle. Some expanded memory managers assign a hame
handle 0 (Invisible RAM always assigns the name SYSTEM to handle 0).

The amount of expanded memory allocated to the handle, in kilobytes.

|E — Extended Memory Size

If you include the/E or /A parameterSHADOW displays the amount of
extended memory in the system, in a form similar to the following:

Extended memory size: 1024K.

Note—On an XT-type computer, the size displayed is always zero.

Note—If you have installed Invisible RAM 386, the size displayed is the
amount of memory reserved for extended memory applications, not the tota
extended memory in the computer.

Note—If you have installed the Invisible LAN disk cache in extended mem-
ory, the size displayed does not include the amount of memory used by th
disk cache.

IC — Chips And Technologies Chipset
Information

Chips and Technologies is a company that makes special chips which are us
in many PCs. These special chips provide advanced memory manageme
features. For this reasd®HADOW displays information about these special
chips, if you specify théC or /A parameter.

Chips and Technologies makes four different special chips that provide ad
vanced memory management features:

The NEAT chipset (used with the 286 or 386SX).
The AT/386 chipset (used with the 386).

The SCAT chipset (used with the 286).

The PEAK chipset (used with the 386 or 486).

Each chipset has the ability to provide RAM in the area between 640K anc
1024K, in the area normally used for BIOS ROMs and the video system. Yol
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can speed up the execution of BIOS code by copying the BIOS ROMSs intc
RAM. If you install Invisible RAM, you can also use this “shadow RAM” to
hold memory-resident programs and device drivers. The NEAT and SCAT
chipsets also have a built-in expanded memory controller.

If there is no Chips and Technologies chipset in your combitbhDOW
displays the following:

Chips and Technologies chipset: Not present.

If the NEAT chipset is present in your comput8KHIADOW produces a
display similar to the following:

Chips and Technologies chipset: NEAT version B.
Total RAM on motherboard: 1024K.
640K to 1M memory relocation: Disabled.
Shadow RAM: Available.
Expanded memory controller: Enabled.
EMS I/O port address: 02ES.
EMS memory base address: EO000.

If the AT/386 chipset is present in your compuiADOW produces a
display similar to the following:

Chips and Technologies chipset: AT/386 version B.
Total RAM on motherboard: 1024K.
Shadow RAM: Available.

If the SCAT chipset is present in your computeHADOW produces a
display similar to the following:

Chips and Technologies chipset: SCAT version A.
Total RAM on motherboard: 4096K.
640K to 1M memory relocation: Disabled.
Shadow RAM: Available.
Expanded memory controller: Enabled.
EMS memory size: 1024K.
Expanded memory I/O ports: Enabled.
EMS 1I/O port address: 208.
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If the PEAK chipset is present in your computeHADOW produces a
display similar to the following:

Chips and Technologies chipset: PEAK version D.
Total RAM on motherboard: 4096K.
Shadow RAM: Available.
Cache: Enabled.
Cache size: 256K.

In each case, the first line of the display identifies the type of chipset that i
installed in your computer, and tells you which version of the chipset you
have. The second line tells you the total amount of RAM installed on the
motherboard (this number does not include any RAM installed on expansior
boards).

In the case of the NEAT or SCAT chipset, the third line indicates if memory
relocation is enabled or disabled. If there is exactly 1024K RAM on the
motherboard, the first 640K is used for DOS. NEAT and SCAT offer two
options for the use of the remaining 384Kmémory relocatioris disabled,

the remaining 384K is mapped into segments A0O00-FFFF, where it can b
used to hold copies of BIOS ROMs.rfemory relocatioris enabled, the
remaining 384K is mapped into segments 10000-15FFF, where it can be use
as extended or expanded memory. (If there is more than 1024K RAM on the
motherboard, then memory relocation must be disabled.)

The next line on the display indicates if RAM is available to hold copies of
BIOS ROMSs, and for use as shadow RAM. In order for RAM to be available,
there must be at least 1024K RAM on the motherboard, and, in the case of tf
NEAT and SCAT chipsets, memory relocation must be disablet& — To

use the chipset RAM as shadow RAM, you need to install the appropriate
version of Invisible RAM.

For the NEAT and SCAT chipsets, the display also includes information abou
the built-in expanded memory controll&lote — To use the chipset's ex-
panded memory controller, you need to install the appropriate version of
Invisible RAM.

For the PEAK chipset, the display includes information about the built-in
cache. This cache speeds up access to the computer’s main memory.

Note — To change the configuration of the chipset, you need to use your
computer’s set-up program.
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IN — Network Software Information

You can display information about the network software by including\the
or /A parameter. If Invisible LAN is not installe§HADOW displays the
following:

NET/30 TransBIOS network software: Not installed.

If Invisible LAN is installed, SHADOW produces a display similar to the
following:

NET/30 TransBIOS network software: Installed.
TransBIOS data segment address: C800.
TransBIOS data segment size: 24K.

The first line indicates that Invisible LAN is installed.
The second line tells you the address of the TransBIOS data segment.
The third line tells you the size of the TransBIOS data segment, in kilobytes.

IS — Shadow RAM Usage Information

If you include thdS or/A parameterSHADOW displays information about
shadow RAM.

If you have not created shadow RAM (by loading Invisible RAM and speci-
fying the appropriate parameters), 8ldADOW program displays the fol-
lowing:

Shadow RAM Manager: Not installed.
If you have created shadow RABIHADOW displays information similar to
the following:
Shadow RAM Manager: Installed.
Total shadow RAM: 192K.

Free shadow RAM: 128K.
Largest loadable program size: 84K.
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The first line indicates that the shadow RAM manager is installed. This mean:
you can use theSHADOW programs to load TSR’s (terminate-stay-resident
programs) and device drivers into shadow RAM. Also, you can use the
shadow RAM to hold the Invisible LAN software.

The second line indicates the total amount of shadow RAM that is available
for loading memory-resident programs. This figure includes not only shadow
RAM, but also all RAM that is used to incread®itfill) the size of DOS
memory; thus, it indicates the total increase in the amount of RAM available
under DOS.

The third line indicates the amount of unused shadow RAM available for
loading memory-resident programs.

The fourth line indicates the size of the largest contiguous block of shadow
RAM. This is the size of the largest single program you can load into shadow
RAM, since a program must always be loaded into a single contiguous blocl
of shadow RAMNote—Most TSRs use more memory when first loaded than

they do after they become resident. To load a TSR into shadow RAM, the
“largest loadable program size” must be big enough for all the memory
required when the program first loads, as well as after it becomes resident.

IM — Memory Map

If you include theM or /A parameterSHADOW displays a map of all the
memory in the computer system. It is similar to the following:

0000-9FFF DOS RAM

AOOO-AFFF DOS SHADOW RAM
BO00O-B7FF DOS ENHANCED-EMS RAM
B800-BFFF VIDEO RAM

CO00-C5FF ROM

C600-C7FF

C800-DFFF SHADOW RAM

EOOO-EFFF STANDARD-EMS RAM
FOOO-FFFF BIOS

Each line shows a range of addresses, followed by a description of wha
memory is located there. The following words may appear in the description:

DOS — The memory is usable by DOS applications.
RAM — The address range contains read/write memory.

ROM — The address range contains a BIOS ROM for a plug-in adapter
board.
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BIOS — The address range contains the motherboard’s built-in ROM BIOS.
VIDEO — The address range is reserved for use by the video system.

STANDARD-EMS — The address range contains page frames used for
expanded memory. These page frames make up the standard EMS area tha
used expanded memory (EMS) applications.

ENHANCED-EMS — The address range contains page frames used for
expanded memory. These page frames are not part of the standard EMS art
Only a few applications use this type of page frame.

SHADOW — The address range contains shadow RAM supplied by Invisible
RAM. This memory can be used to hold memory resident programs anc
device drivers, and the Invisible LAN operating system.

HIGH — The address range contains high RAM supplied by Invisible RAM.
This memory can only be used by specially designed application programs.

ROM-COPY — The address range contains RAM which holds a copy of a
ROM (either a BIOS ROM for a plug-in adapter board, or the computer’s
built-in ROM BIOS). This allows the ROM code to execute at the faster speed
of RAM.

CHIPSET — The address range contains memory supplied by the Chips anc
Technologies chipset. This memory can be used to hold copies of BIOS
ROMs, thereby speeding up execution of BIOS code.

WRITE-PROTECTED — The address range contains memory supplied by

the Chips and Technologies chipset which has been write-protected, so that
cannot be modified. This allows the chipset memory to act as if it was a ROM
(ROMs cannot be modified)

Where appropriate, more than one word can appear in the description. Hel
are explanations for the more commonly encountered combinations:

DOS RAM — Read/write memory available to DOS applications. The word
DOS should never appear without RAM.

DOS SHADOW RAM — Shadow RAM that has been used to increase
(frontfill) DOS memory.

DOS HIGH RAM — High RAM that has been used to increase (frontfill)
DOS memory.

DOS ENHANCED-EMS RAM — Expanded memory that is located within
the DOS memory space.

VIDEO RAM — Read/write memory used by the video system. If VIDEO
appears without RAM, it means that the address range is reserved for the vide
system, but there is currently no memory in the range; this occurs for addres
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range AOOO-AFFF with an EGA or VGA video card operating in text mode.

SHADOW VIDEO — An address range that can contain shadow RAM, but
the shadow RAM was temporarily disabled with Y@ AON program.

HIGH VIDEO — An address range that can contain high RAM, but the high
RAM was temporarily disabled with th6GAON program.

STANDARD-EMS RAM — Indicates a portion of the standard EMS area
that currently has memory enabled. If STANDARD-EMS appears without
RAM, it means the address range is part of the standard EMS area, but the
is no memory currently mapped there.

ENHANCED-EMS RAM — Indicates an enhanced EMS page frame that
currently has memory enabled. If ENHANCED-EMS appears without RAM,
it means the address range is mappable by the expanded memory manager,
there is no memory currently mapped there.

SHADOW RAM — Read/write memory supplied by Invisible RAM that is
useable as shadow RAM. The memory can be used biSRADOW
programs for loading TSR’s and device drivers, or for frontfill, or for the
Invisible LAN software.

HIGH RAM — Read/write memory supplied by Invisible RAM that is
useable as high RAM. The memory can be used by specially designe
programs, or for frontfill.

CHIPSET RAM — Read/write memory supplied by the Chips and Technol-
ogies chipset.

ROM CHIPSET — Memory supplied by the Chips and Technologies
chipset, which contains a copy of a BIOS ROM for a plug-in adapter board.

ROM CHIPSET WRITE-PROTECTED — Memory supplied by the Chips
and Technologies chipset, which contains a copy of a BIOS ROM for a plug-in
adapter board, and is write-protected so it cannot be modified.

BIOS CHIPSET WRITE-PROTECTED — Memory supplied by the Chips
and Technologies chipset, which contains a copy of the motherboard’s built-ir
ROM BIOS, and is write-protected so it cannot be modified.

Note—A blank line indicates an address range that has no memory of any
type.

SUMMARY: The SHADOW command displays a great deal of informa-
tion about your computer’'s memory, including a complete memory map.
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Using Shadow RAM

Many computer users like to use memory-resident programs (also callec
terminate-stay-resident programs or TSRs). The memory-resident program
include pop-up notepads, calculators, calendars, telephone dialers, spellin
checkers, and keyboard enhancers, as well as network software.

A problem that many users encounter is that the memory-resident program
may use a lot of memory, especially if several are installed. After loading all
your memory-resident programs, you may not have enough DOS memory lef
to run your application software.

Invisible RAM lets you load memory-resident programs into shadow RAM,
so that they do not use any DOS memory. Depending on your system config
uration, you may have as much as 256K of shadow RAM available for loading
memory-resident programs.

Loading Memory-Resident Programs

Invisible RAM includes a program callekdSHADOW.COM which is used
to load memory-resident programs into shadow RAM.

To load a program into shadow RAM, type
LSHADOW [/A] filename [ parameters ]

The parameters have the following meanings:

A An optional parameter that alters the behavior of
LSHADOW, and is required for some programs.
Most programs do not requifA.

filename The name of the memory-resident program. You must
specify the complete file name of the program, includ-
ing the .COM or .EXE extension. If the program file
is not in the current directory, you should include the
complete drive and path specification.

parameters Optional command-line parameters that you want to
specify for the memory-resident program. The mean-
ing of these parameters varies depending on the pro-
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gram. Type the same parameters that you would use if
you were loading the program from the DOS com-
mand line.

Note—LSHADOW does not use the DOS PATH to find program files. If the
memory-resident program is not in the current directory, you must include &
path specification with the filename.

Note—In order to use SHADOW , you must tell the memory manager to
create some shadow RAM, using the appropriate parameters.

Note—Do not attempt to useSHADOW to load the Invisible LAN operat-
ing system software into shadow RAM. Invisible LAN is designed to load
itself into shadow RAM without the use bEHADOW . Use the network
configuration parameters (in tis&=TUP30program) to make Invisible LAN
use shadow RAM.

Example 1—You have a memory-resident program called SK.COM. To load
the program into shadow RAM, type

LSHADOW SK.COM

Example 2—You have memory-resident software called KEYMACS.EXE,
which is installed on your hard disk in directory C:\KEY. To load the program
into shadow RAM, type

LSHADOW C:\KEY\KEYMACS.EXE

Example 3—You want to install the DOS print spooler program,
PRINT.COM, which is located in directory C:\DOS. You want to include
parameters to tell the print spooler to use printer LPT2 and a print buffer size
of 1000 bytes. Type

LSHADOW C:\DOS\PRINT.COM /D:LPT2 /B:1000

In this example/D:LPT2 and/B:1000are parameters that are passed to the
PRINT.COM program. Refer to the DOS Reference Manual for detailed
information on the PRINT.COM program.

Example 4—For this example, suppose that the memory-resident program

UTILITY.COM does not load successfully without thfe parameter. To load
it with the/A parameter, type
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LSHADOW /A UTILITY.COM
Technical Note—The/A parameter makesSHADOW increase the value of

the BIOS memory size variable before loading the program. Some program
examine the BIOS memory size, and get confused if the value is too small.

Loading Device Drivers

Invisible RAM includes a program call&&HADOW.SYS which is used to
load device drivers into shadow RAM.

To load a device driver into shadow RAM, place the following line into
the CONFIG.SYS file:

DEVICE=LSHADOW.SYS [/A] filename [parameters ]

The parameters have the following meanings:

A An optional parameter that alters the behavior of
LSHADOW.SYS, and is required for some device
drivers. Most device drivers do not requite

filename The name of the device driver. You must specify the
complete file name of the device driver, including the
.SYS extension. If the file is not in the root directory
of your boot disk, you should include a drive and path.

parameters Optional command-line parameters that you want to
specify for the device driver. The meaning of these
parameters varies depending on the device driver. Use
the same parameters that you would use if you were
loading the device driver into DOS memaory.

Important Note—In order to us€ SHADOW.SY'S, you must install Invisi-
ble RAM from the CONFIG.SYS file; refer to the text file INVRAM.TXT for
instructions. The CONFIG.SYS lines that install Invisible RAM must come
before theDEVICE=LSHADOW.SYS line.

Note—In order to use. SHADOW , you must tell the memory manager to
create some shadow RAM, using the appropriate parameters.

Note—LSHADOW.SYS uses approximately 120 bytes of DOS memory. If
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the device driver you are loading is smaller than 120 bytes, you are better of
to simply load it into DOS memory. The two Invisible LAN device drivers
(CACHE30.SYSandN30DEV.SY9 are small enough that you are better off
loading them into DOS memory.

Example 1—To load the device drivé&"NSI.SYSinto shadow RAM, use the
statement

DEVICE=LSHADOW.SYS ANSI.SYS

Example 2—You have a mouse driver callsOUSE.SY Swhich is on your
hard disk in directory C\MOUSE. To load it in shadow RAM, use the
statement

DEVICE=LSHADOW.SYS C:\MOUSE\MOUSE.SYS

Example 3—You want to install the IBM DOS RAMDISK program,
VDISK.SYS, which is located in directory C:\DOS. VDISK requires the
parameter. Use the statement shown below. In this example, 128 is a parame!
passed to VDISK.

DEVICE=LSHADOW.SYS /A C:\DOS\VDISK.SYS 128

Technical Note—The /A parameter makesSHADOW.SYS increase the
value of the BIOS memory size variable before loading the device driver.
Some device drivers examine the BIOS memory size, and get confused if th
value is too small.

SUMMARY: TheLSHADOW commands are used with Invisible RAM.
They let you load memory-resident programs and device drivers into
shadow RAM (memory located between 640K and 1M), so they do not take
up any DOS memory.
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Controlling VGA and EGA Graphics
Memory

Invisible RAM increases the size of DOS memory beyond 640K. This pres-
ents a problem if you have a VGA or EGA video system, because the
high-resolution graphics modes use the same memory that is required t
increase DOS memory.

Invisible RAM deals with this problem by allowing you to disable the high-
resolution graphics modes of the VGA or EGA video system. When you
disable high-resolution graphics, DOS memory is increased to 736K, but you
can only use the text mode and the low-resolution graphics modes (also calle
the CGA graphics modes).

When you enable high-resolution graphics, DOS memory is limited to a
maximum of 640K.

Enabling VGA or EGA Graphics

To enable the high-resolution graphics modes of a VGA or EGA video
system, type

VGAON

After running VGAON, you can use the high-resolution graphics modes.
VGAON reduces the size of DOS memory down to 640K.

Disabling VGA or EGA Graphics

To disable the high-resolution graphics modes of a VGA or EGA video
system, type

VGAOFF
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After runningVGAOFF, you cannot use the high-resolution graphics modes.
VGAOFF increases the size of DOS memory as much as possible, usually t
736K.

Controlling the Default Graphics State

Normally, the VGA or EGA high-resolution graphics are enabled when Invis-
ible RAM is first loaded. In order to disable high-resolution graphics and
increase DOS memory size above 640K, you must ruV@ROFF pro-
gram.

If you wish, you may instruct Invisible RAM to disable the high-resolution
graphics as soon as it loads. Then, DOS memory size is immediately increase
above 640K. You can run tR&GAON program to enable the high-resolution
graphics whenever you want to. For instructions on doing this, refer to the
Installation manual, or the text file INVRAM.TXT.

SUMMARY: TheVGAON andVGAOFF commands are used with Invis-
ible RAM. They control the use of high-resolution graphics memory. You
can switch between using the memory for graphics, or making the memon
available to DOS programs.

Clearing the CMOS Memory

On rare occasions, a there may be problems when you attempt to change t
configuration of a Chips and Technologies chipset. This happens mostly with
older versions of computers that have the NEAT chipset. The computer ma)
“remember” the old configuration and refuse to adapt itself to the new
configuration, even if you run the computer’s set-up program.

CLRCMOS completely erases the computer’s old configuration. If you have
problems changing the configuration of a chipset GURCMOS. Then you
can run the computer’s set-up program, and establish the new configuration

Caution—After runningCLRCMOS, you will have to set up the computer
from scratch (entering memory size, diskette drive types, fixed disk drive type
numbers, and so on). Don't r@LRCMOS unless you know how to do this.

SUMMARY: The CLRCMOS command erases the computer’s CMOS
memory, thereby erasing all configuration information.
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CHAPTER 10

Electronic Mail

Invisible LAN includes arelectronic mailsystem which lets you communi-
cate with other network users by sending and receiving messages. The mz
system is a small program which remains resident in your computer’'s mem
ory. When you want to send a message, you press a special “hot key” on tt
keyboard, and the program “pops up” onto the screen. When you receive
message, the program automatically pops up and displays the message.

This chapter describes how to:
Send messages
Receive messages
You install the mail program with the Invisible LAN Setup program

(SETUP30. Refer to theGetting Startednanual or thénstallation manual
for instructions on installing mail.

Sending Messages

To send a message, follow this procedure:

Step 1. Activate the mail program by press{gl-Alt-Backspace (hold
down theCtrl andAlt keys, and then press tBackspacekey). A four-line
window appears at the top of the screen as shown in figure 10-1.

Step 2. In the first line of the window, type the network name of the computer
to which you are sending the message.

Step 3. In the second line of the window, type the message. Your message
limited to one line.

Step 4. PresB2 to send the message.
Step 5. PresBscto exit the mail program.

Table 10-1 shows the keys you can use when entering your message.
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Table 10-1. Mail Message Keys

Key Function

Ctrl-Alt-Backspace Enter Mail

Esc Exit mail

Up Arrow Cursor up

Down Arrow Cursor down

E:tt)er Cursor to next field

Left Arrow Cursor left

Right Arrow Cursor right

Backspace Delete character to the left of cursor

Del Delete character at cursor

Ins Toggle.between insert mode and
overwrite mode

Home Cursor to start of line

End Cursor to end of line

Ctrl-End Delete from cursor to end of line

F2 Send message

F6 Compose reply

F10 Clear window

Example — You want to send the message “Please turn on the printer, | nee
to print my report” to the user named REGINA.

1. Pres<trl-Alt-Backspace. The mail window pops up onto the screen.

2. On the first line, type “REGINA”".

3. On the next line, type “Please turn on the printer, | need to print my report.’
4. Press$-2 to send the message.

5. Pres€scto exit the Mail program.
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essage To: REGINA

[Please turn on the printer, I need to print my report

FZ=8end Fi18=New Esc=Exit

Figure 10-1. Sending a message

Note — The mail program window can pop up only if your screen is in
80-column text mode. It cannot pop up if the screen is in graphics mode o
40-column text mode.

Receiving Messages

When your computer receives a message, the speaker beeps three times, :
the mail window appears at the top of the screen as shown in figure 10-2.

The mail window shows you the name of the person who sent the message al
the text of the message.

After reading the message, you have three options:
Send a reply to the sender
Compose a message to another person
Exit from mail

Each option is described below.

To send a reply to the sender, press F6Fhe second line of the window is
cleared, so that you can type the reply. The first line of the window is
automatically filled in with the correct name. After typing your reply, pF@ss

to send it.
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essage From: VINCENT

It's time for the marketing meeting

Fo=Reply FiB=New E=c=Exit

Figure 10-2. Receiving a message

To compose a message to another person, press FIBeth lines of the
window are cleared, so you can type both a message and the name of tl
person to whom you want it sent. Preg¢o send the message.

To exit from mail, press Esc—Fhe mail window disappears, and you can
return to your application program.

Note—if you don’t want mail to beep the speaker, you can give the commana
NW NOAUDIO. To turn the speaker back on, give the commisiid
AUDIO. See chapter 6 for a description of this use oN¥iecommand.
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CHAPTER 11

Introduction to the
Network Manager

Invisible LAN includes a menu-driven Network Manager program. The man-
ager can perform all network management functions, including:

Network polling

Drive and printer mappings

Print stream truncation

Print spooler status

Shortname definitions

Security

Server usage monitoring
An important feature of the managerresnote managemeniost of the
manager’s functions can be used not only on your own computer, but also o

other computers across the network. With remote management, you ca
control the network software in other computers, as if by remote control.

Starting the Manager
To start the manager, type
MENU

If you have a monochrome VGA screen (like many laptop computers), the
display may be easier to read if you start the manager with the command

MENU /B

The program loads into memory and displays the Main Menu as shown ir
figure 11-1. You operate the program using the keys shown in table 11-1.
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| Machine Name: MIKE Invisible LAN Network Manager

NETWORK MANAGEMENT MAIN MENU

Drive Mappings

Printer Mappings

Automatic Print Stream Truncation
Print Queue Contents

Print Spooler Status

Uzer Definitions And Security
Group Def initions And Security
Shortname Def initions And Security
Miscellaneous Security

Server Usage Statistics

Lists all the network stations, and lets you select a station to manage

[ERd F1 NI Enter RN E=c EIRd t | PgUp PgDn Home End A-Z
Figure 11-1. The Network Manager Main Menu

11-2

Table 11-1. Keys Used with Network Manager

Key Function

F1 Help—Display help.

Esc Cancel—Abort the current operation and return
to previous menu.

Enter Activate—If you are at a menu, ENTER

F9 activates your menu selection. If you have just
typed some information, ENTER or F9 makes
the program act on your information.

Up Arrow Select—If you are at a menu, use these keys to

Down Arrow indicate your selection. If you are typing

PgUp information, use these keys to select a field. If

PgDn you are reading text, use these keys to scroll

Home (or Ctrl-PgUp)
End (or Ctrl-PgDn )

Right Arrow
Left Arrow
Ins

Del
Backspace
Home

End

the text.

Edit—When typing information, use these keys
to correct typing mistakes.
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Poll Network, Select Machine

Use this menu choice to list the computers on the network and to select
machine to manage.

Displaying Computers on the Network

The manager polls the network to find all computers that are running Invisible
LAN. For each computer, the manager displays its name, its address or seri
number, and its installed modules (server, redirector, or both).

To poll the network and display the network computers, select and activate
Poll Network, Select Machine (Use the up/down arrow keys to move the
selection bar ovePoll Network, Select Maching and then predsnter.) The
screen displays the network computers as shown in figure 11-2.

Selecting a Network Computer to Manage

Once the network computers are displayed, you can select one to manage. Y
can manage any machine in the network: either your own machine, or anothe
machine. All of the manager’s functions operate on the computer you select
If you select a remote computer, the manager lets you manage the comput
by remote control.

| Machine Name: MIKE Invisible LAN Network Manager |

| NETWORK STATIONS

3  VINCENT Server+Redirector Remote

18 MIKE Server+Redirector Local
28 SERVER Server+Redirector Remote

g F1 EIUN i Enter [fLW9Q Esc [3uMdngdt | Pglp PgDn Home End A-Z

Figure 11-2. Sample Network Polling Display
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To choose a computer to manage, simply select the computer from the list ¢
computers on the network. TAetion Menuappears as shown in figure 11-3.

| Machine Name: MIKE Invisible LAN Network Manager |

| NETWORK STATIONS

3 VINCENT Server+Redirector Remote
18 MIKE Server+Redirector Loca
28 SERVER Server+Redirector Remo ACTION

Refresh

Manages the selected station.; by remote control if the station is remote

LDIAAE F1 GISSOLENY Enter ROLMNA Esc RINANGY T 4 Pglp PgDn Home End A—Z2

Figure 11-3. Action Menu

If you chooseManage Station the manager returns to the Main Menu as
shown in figure 11-1 with the name of the computer you selected on the tof
line. Any of the actions you take now affect that computer.

If you chooseRefresh the manager polls the network again and updates the
list of stations.

As an example of the use of this command, suppose you have just sent a pri
job to a server. You could use the manager to examine the server’s print quel
and see how many print jobs are ahead of yours. You could even move yol
job to the front of the queue — all by remote control from your workstation.

SUMMARY: ThePoll Network, Select Machineitem on the manager’s
Main Menu displays a list of all computers in the network and lets you
select one to manage.
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Getting Help

To get help while using the network manager, pFdss

When you presBk1l, the manager displays help information on the panel you
are currently using. This help information is caltedtext-sensitivébecause

the information displayed varies depending on what you are doing at the tim¢
you request help.

If you presg-1 twice, the display shows general help information for operat-
ing the manager program.

When you are finished viewing help information, priess

In addition to the help information displayed BY, the manager also helps
you by displaying the active keys at the bottom of the screen. And in many
cases the manager also displays a line of text at the bottom of the screen whi
briefly describes the functions of the program.

SUMMARY: Presd-1 to get help while using the network manager.
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CHAPTER 12

Mappings

Invisible LAN lets you access disks and printers that are attached to computel
other than your owrMappingis the method by which you obtain access to a
server’s disk or printer. The mapping section of the network mardgt )
program) gives you control over your mappings.

This chapter covers:
Drive mappings
Printer mappings

Drive Mappings

A drive mappings a logical connection between one of your drive letters (A:
through Z:) and a server’s disk. Every time you refer to the drive letter, you
actually refer to the server’s disk.

For example, suppose you make drive |eierefer to a server’s disk:.

Then, any operation you perform on drizeis automatically sent across the
network and performed on the server’s disk This allows you to access the
server’s disk exactly as if it were attached directly to your own computer.

Displaying the Drive Mappings

To work with your drive mappings, seldative Mappings on the network
manager Main Menu. The display shows a list of your drive mappings similar
to figure 12-1.

For each drive letter, the display shows whether it is a local or network drive
If it is a network drive, the display shows the name of the server, the server’
drive letter or shortname, and the server’s directory path.

Example— If your drive letter F: refers to disk C: on server ALICE, the drive
mapping is shown as:

F: ==> \ALICE\C:
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| Machine Name: MIKE Invisible LAN Network Manager |

| DRIVE MAPPINGS

A! ==> Local
> Local
> Local
Local
Local
SSSERVERMNC 1\
“\SERVERNPROGRAMS
Local
Local
> SNVINCENTAD :SNDOS
> Local
> Local
> Local

LINAE F1 GINUETNY Enter [OLWNR Esc EINANGE T 1 Pglp PgDn Home End A-Z

Figure 12-1. Drive Mapping Display

Example — Suppose your drive letter G: is mapped to directory C\ACCTS
on ROBERT’s disk. This is shown as:

G: ==> \ROBERT\C:\ACCTS

Example — Suppose your drive letter K: refers to the shorthamETNHERS

on server MAIN. (Ashortnameis the network name of a directory on the
server’s disk. You define shorthames in the Invisible LAN security system, as
described in chapter 15.) This is shown as:

K: ==> \MAIN\LETTERS

Disconnecting a Drive Mapping

To remove a drive mapping, proceed as follows:

Step 1. Select a drive mapping from the displayed list. The Change Drive
Mapping panel appears, as shown in figure 12-2.

Step 2. Type an asterisk)(in theServer's Namefield, and then press
Enter or F9.

The drive mapping is immediately terminated.
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| Machine Name: MIKE Invisible LAN Network Manager |

| |
CHANGE MAPPING FOR DRIVE LETTER H:

For a network disk, fill in all three fields (Path is optionall.
For a local disk, type * in Server Name field.
To brouwse, leave Server Name field blank.

Server’'s Name: I (= for local)
Drive or Shortname: [N
Server’s Path:

A
B
C
D
E
F
G
H
I
J
K
L:
M:
LB
0:
P:

Type the name of the server, or '#' for a local disk, or blank to brouse

[Nl F1 P Enter F9 [ENEANE=c EIMit 4 Tab [FJ§d -+ < Ins Del Home En
Figure 12-2. Change Drive Mapping Panel

Establishing a Drive Mapping (Method #1)

If you want to create a drive mapping, and you want to type in the network
path, proceed as follows:

Step 1. Select a drive letter from the Drive Mappings panel. The Change
Drive Mapping panel appears, as shown in figure 12-2.

Step 2. Type the name of the file server intoSkever's Namefield.

Step 3. Type the server’s drive letter or shorthame intcdDtinee or
Shortnamefield.

Step 4. Optionally, type a directory path into 8exver’s Pathfield. If
you type a path, the drive mapping refers to the directory you specify. If
you leave this field empty, the drive mapping refers to the root directory.

Step 5. PresBnter or F9 to establish the mapping.
Example — Suppose you want to make drive letter J: refer to directory
C:\DOS on server REGINA. You would first select J: from the Drive Mapping

panel list. Then type REGINA into tl&erver's Namefield, type C: into the
Drive or Shorthame field, and type DOS into th&erver’s Pathfield.
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Establishing a Drive Mapping (Method #2)

If you want to create a drive mapping, and you don’t want to type in the
network path, follow the steps below:

Step 1. Select a drive letter from the Drive Mappings panel. The Change
Drive Mapping panel appears, as shown in figure 12-2.

Step 2. Leave thBerver's Namefield blank, and pre€snter orF9. The
manager displays a list of file servers, as shown in figure 12-3.

| Machine Name: MIKE Invisible LAN Network Manager |

|
| CHANGE MAPFPING FOR DR

For a network disk, fill in all thre
For a local disk, type * in Server N UINCENT
To brouse, leave Server Name field b

Sorver’s Nano: I
Drive or Shortname: [N
Sorver’s Path:

MIKE

A
B
C
D
E
F
G
H
I
J
K
L:
M:
LB
0:
P:
\'H

LINAE F1 GINUETNY Enter [OLWNR Esc EINANGE T 1 Pglp PgDn Home End A-Z

Figure 12-3. Drive Mapping Server List

Step 3. Select a server from the list and pegger. The manager shows
you a list of available drives and shorthnames on the selected server, as
figure 12-4. This list only shows the drives and shortnames that you have
permission to use.

Step 4. Select a drive or shortname and eessr. Your selections for
server and drive or shorthame are automatically transferred to the Chang
Drive Mapping panel.

Step 5. Optionally, type a directory path into 8exver’s Pathfield. If
you type a path, the drive mapping refers to the directory you specify. If
you leave this field empty, the drive mapping refers to the root directory.

Step 6. PresBnter or F9 to establish the mapping.
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| Machine Name: MIKE Invisible LAN Network Manager |

|| | DRIVES AND SHORTNAMES
| CHANGE MAPFPING FOR DR

A:

For a network disk, fill in all thre

B:
For a local disk, type * in Server N
D

To brouse, leave Server Name field b :
PROGRAMS

Sorver’s Nano: TN
Drive or Shortname: [N
Sorver’s Path:

\l—luJ

A
B
C
D
E
F
G
H
I
J
K
L:
M:
LB
0:
P:

LINAE F1 GINUETNY Enter [OLWNR Esc EINANGE T 1 Pglp PgDn Home End A-Z

Figure 12-4. List of Network Drives and Shorthames

SUMMARY: The Drive Mappings selection on the Main Menu displays
your current drive mappings. It also lets you disconnect your existing drive
mappings and establish new drive mappings. When you establish a ne\
drive mapping, you can browse the network and create the network path b
selecting from menus.

Printer Mappings

A printer mappingis a logical connection between one of your print devices
(LPT1, LPT2, or LPT3) and a server’s printer. Every time you refer to the print
device, you actually refer to the server’s printer.

For example, suppose you make print delieg&?2 refer to a server’s printer.
Then, anything you print obPT2 is automatically sent across the network
and printed on the server’s printer. This allows you to access the server’
printer exactly as if it were attached directly to your own computer.

Displaying the Printer Mappings

To work with your printer mappings, sel&sinter Mappings on the network
manager Main Menu. The display shows a list of your printer mappings
similar to figure 12-5.
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| Machine Name: MIKE Invisible LAN Network Manager

NETWORK MANAGEMENT MAIN MENU

Poll Network, Select Machine
Drive Mappings
Printer Mappings

Automa
Print PRINTER MAPPINGS

Print

User D
Group LPTZ Local

Shortn LPT3 ==> “\SERVER\Z

Miscel

Server Usage Statistics

Figure 12-5. Printer Mapping Display

For each printer, the display shows whether it is a local printer or a network
printer. If it is a network printer, the display shows the nhame of the server anc
the server’s printer number.

Example — If your print device LPT1 refers network printer #1 on server
ALICE, the printer mapping is shown as:

LPT1 ==> \ALICE\1

Example— Suppose your print device LPT3 is mapped to network printer #2
on ROBERT. This is shown as:

LPT3 ==> \\ROBERT\2

Disconnecting a Printer Mapping

To remove a printer mapping, proceed as follows:

Step 1. Select a printer mapping from the displayed list. The Change
Printer Mapping panel appears, as shown in figure 12-6.

Step 2. Type an asterisk)(in theServer's Namefield, and then press
Enter or F9.

The printer mapping is immediately terminated.
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| Machine Name: MIKE Invisible LAN Network Manager

CHANGE MAPPING FOR PRINTER LPTZ

For a network printer, fill in the fields.
Poll Net For a local printer, type * in Server’'s Name.
Drive Ma To brouwse, leave Server Name field blank.
Printer

Automa Server's Name: [N (= for local)

Print

Print Printer Number: [l
User D

Group LPTZ ==> Local
Shortn LPT3 ==> “\BERVER:Z

Miscel
Server Usage Statistics

pe e Name o e Server, or

F1 P Enter F9 [EN6A E=c 1‘ l Tab mm—-) ha Ins Del Home End
Figure 12-6. Change Printer Mapping Panel

Establishing a Printer Mapping (Method #1)

If you want to create a printer mapping, and you want to type in the network
path, proceed as follows:

Step 1. Select a printer mapping from the displayed list. The Change
Printer Mapping panel appears, as shown in figure 12-6.

Step 2. Type the name of the file server intoSkever's Namefield.

Step 3. Optionally, type a printer number into Emiter Number field.
If you leave this field empty, the printer mapping refers to printer #1.

Step 4. PresBnter or F9 to establish the mapping.
Example — Suppose you want to make print device LPT1 refer to printer #2
on server REGINA. You would first select LPT1 from the Printer Mapping

panel. Then type REGINA into thgerver's Namefield, and type 2 into the
Printer Number field.
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| Machine Name: MIKE Invisible LAN Network Manager |

| CHANGE MAPPING FOR PRINTER

For a network printer, fill in th SERVER
Poll Net For a local printer, type * in Se UINCENT
Drive Ma To brouwse, leave Server Name fiel
Printer

Automa Server’s Name: [N

Print

Print Printer Number: [l
User D

Group LPTZ ==> Local
Shortn LPT3 ==> “\BERVER:Z

Miscel
Server Usage Statistics

LINAE F1 GINUETNY Enter [OLWNR Esc EINANGE T 1 Pglp PgDn Home End A-Z

Figure 12-7. Printer Mapping Server List

Establishing a Printer Mapping (Method #2)

If you want to create a printer mapping, and you don’t want to type in the
network path, follow the steps below:

Step 1. Select a printer mapping from the displayed list. The Change
Printer Mapping panel appears, as shown in figure 12-6.

Step 2. Leave thBerver's Namefield blank, and pre€snter orF9. The
manager displays a list of file servers, as shown in figure 12-7.

| Machine Name: MIKE Invisible LAN Network Manager |

| CHANGE MAPPING FOR PRINTER
PRINTER #1 (LPT1)

For a network printer, fill in th
Poll Net For a local printer, type * in Se
Drive Ma To brouwse, leave Server Name fiel
Printer

Automa Server’s Name: [ILTHE

Print

Print Printer Number: [l
User D

Group > Local
Shortn LPT3 = S\SERVERMZ

Miscel
Server Usage Statistics

gDn Home End A-Z2

Figure 12-8. List of Network Printers

12-8 Mappings



Step 3. Select a server from the list and pegger. The manager shows
you a list of available printers on the selected server, as in figure 12-8
This list only shows the printers that you have permission to use.

Step 4. Select a printer and pr&sger. Your selections for server and
printer number are automatically transferred to the Change Printer Map:
ping panel.

Step 5. PresBnter or F9 to establish the mapping.

SUMMARY: ThePrinter Mappings selection on the Main Menu displays
your current printer mappings. It also lets you disconnect your existing
printer mappings and establish new printer mappings. When you establisl

a new printer mapping, you can browse the network and create the networ
path by selecting from menus.
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CHAPTER 13

Print Stream
Truncation

When you send a file to a network printer, it is not sent directly to the printer.
Instead, the print spooler temporarily saves the file on the server’s disk
Printing does not begin until the entire file has been transferred to the serve
The print spooler waits for and-of-file messadgwefore starting the printing.

Some DOS applications do not send an end-of-file message. If you try to prin
a file from such an application, Invisible LAN waits for more information and
never prints the file. The file remains in the print spooler. If this happens, you
must truncate the print streafiruncating the print streammeans telling the
print spooler that it has received a complete file and should begin the printing

When automatic print stream truncation is enabled, Invisible LAN automati-
cally truncates the print stream whenever there is no printer activity for the
period of time specified. The use of thRUNCATE command to control
print stream truncation was described in chapter 4. Now we explain how tc
perform the same functions using the network manager.

To display or change the truncation time, sefgtomatic Print Stream
Truncation from the Main Menu. The display shows a data panel similar to
figure 13-1.

| Machine Name: MIKE Invisible LAN Network Manager |

NETWORK MANAGEMENT MAIN MENU

AUTOMATIC PRINT STREAM TRUNCATION

PRINT STREAM TRUNCATION TIME IS: 1@ SECONDS.

To change the truncation time, type the new value
and press Enter. Type zero to disable automatic
print stream truncation.

New print stream truncation time is: [l seconds.

Server Usage Statistics

Type the new print trunction timeout in seconds, or B to disable timeout
HELF J3 Nl DONE BANAS B3Il CANCEL =1+ m—-) «— Ins Del Home End

Figure 13-1. Automatic Print Stream Truncation Panel
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The current status is displayed in the first line of the panel. If enabled, it gives
the current time setting in seconds.

To enable the automatic print stream truncation, type in a non-zero
number and predsnter.

To disable the automatic print stream truncation, type in zero and pres:
Enter.

To leave the setting unchanged, pigssto exit from the panel.

These functions can be performed both locally and remotely.

SUMMARY: The Automatic Print Stream Truncation item on the
manager’s Main Menu lets you display and change the automatic print
stream trunction setting.
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CHAPTER 14

Managing Printers

This chapter describes how to use the network manager pragiaiiy) to
manage a server’s printers. Some of these functions can also be performe
from the DOS command line, using tA® command (see chapter 4). How-
ever,MENU provides more extensive management capabilitiesRigamnd
MENU has the ability to manage printers by “remote control.”

The topics covered are:
Displaying Print Spooler status
Changing Print Spooler settings
Displaying Print Queue Contents
Changing Print Queue Contents

Displaying Print Spooler Status

The print spooleris the program that receives print jobs from network users
and sends them to the server’s printer. If you s€lent Spooler Statusfrom
the manager’s Main Menu, you see a status display similar to figure 14-1.

The panel shows the following information:

Print spooler state—active or paused. When active, the print spooler can
send data to the printer. When paused, the print spooler cannot send da
to the printer.

Number of files in the print queue—This is the number of temporary
files on your disk that are waiting to be printed.

Form-feed setting—Yes or No. If yes, a form feed command is added at
the end of each print job. form-feed commantklls the printer to
advance the paper, so that the next print job begins at the top of a page

Printer used by the print spooler—LPT1, LPT2, LPT3, COM1, or
COM2.

Flow control method—PARALLEL, DTR, or XON/XOFF. For a paral-
lel printer (LPT1, LPT2, or LPT3), the flow control method is always
PARALLEL. For a serial printer (COM1 or COM2), the flow control
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| Machine MName: SERVER Invisible LAN Network Manager

PRINT SPOOLER STATUS

Printing active or paused ACTIVE
Number of files in print quewe. . . 6

Network Printer #1:
Form—feed appended to each job. . NO
Print device
Flow control method PARALLEL

Network Printer #2:
Form—feed appended to each job. . YES
Print device
Flow control method

To change the Spooler status, press Enter.

Figure 14-1. Typical Print Spooler Status Panel

method can be either DTR (fData Terminal Reagyor XON/XOFF (for
Transmit-On/Transmit-Ofbr Xon/Xofj.

SUMMARY: The Print Spooler Status Panel displays the current settings of
the print spooler program.

Changing Print Spooler Settings

To change the settings of the print spooler, s&eot Spooler Statusfrom
the manager’s Main Menu, and then piester. An Action Menwappears as
shown in figure 14-2.

All the print spooler settings can be changed from the Action Menu. The
following sections describe how.

Setting the Print Spooler State

The print spooler has two possible stasesiveandpaused

When the print spooler &ctive it can send data to the printer. Temporary files
stored on your disk are sent to the printer one-by-one.
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| Machine MName: SERVER Invisible LAN Network Manager |

| PRINT SPOOLER STATUS
nCTION

Printing active or paused ACTIVE
Number of files in print quewe. . . 6 Refresh
Pause Printing
Network Printer #1: Continue Printing
Form—feed appended to each job. . NO ! No Form—Feed
Print device : Append Form—Feed
Flow control method PARALLEL ¢ XON/XOFF Flow Control
: DTR Flow Control
Network Printer #2: : No Form-Feed
Form—feed appended to each job. . YES : Append Form—Feed
Print device ¢ XON/XOFF Flow Control
Flow control method : DTR Flow Control
Restart Current Job
Cancel Current Job
To change the Spooler status, press Enter. Clear Print Queue

Re—reads the print spooler status, and updates the display

[ERd F1 NI Enter [EREHAAE=c EARd t | PglUp PgDn Home End A-Z
Figure 14-2. Print Spooler Action Menu

When the print spooler gausedit cannot send data to the printer. Temporary

files stored on your disk stay there until the print spooler goes back to the
active state. Other computers can still send files to the print spooler; these file
are stored on your disk, where they wait for the print spooler to become active

To set the print spooler to the paused state, sekgse Printing from the
Action menu. To return to the active state, seBmitinue Printing from the
Action Menu.

Controlling Form Feeds

The print spooler prints a series of jobs, one after the other. The print spoole
usually sends form-feed commantb the printer at the end of each job. The
form-feed command tells the printer to advance the paper, so that the next pril
job will begin at the top of a page.

Two situations in which you may not want the print spooler to send form-feed
commands to the printer are when:

Using a PostScript printer.
Printing from within a word processor or other application program that
already adds a form-feed command at the end of each document.

Using the Action Menu, you can turn the form-feed option on and off. To
disable the form-feed option, sel®&x Form-Feed To enable the form-feed
option, selectAppend Form-Feed If you have two network printers, the
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option can be set separately for each printer.

Note— With the Invisible LAN Setup progralSETUP30, you can specify
the initial form-feed setting that is in effect when you start Invisible LAN.
Refer to thdnstallationmanual for details.

Flow Control

There are two different ways to control the flow of data from the computer to
a serial printerDTR flow controlandXon/Xoff flow contral(DTR stands for
Data Terminal ReadyXon/Xoff stands foifransmit On/Transmit Qff

It is outside the scope of this manual to explain the technical differences
between DTR and Xon/Xoff flow control. You do need to know which method
is used in your printer. Most printers use DTR.

Using the Action Menu, you can change the flow control method. To use
Xon/Xoff flow control, selectXon/Xoff Flow Control. To use DTR flow
control, selecDTR Flow Control. If you have two network printers, the flow
control method can be set separately for each printer.

Note— With the Invisible LAN Setup progralSETUP30, you can specify
the initial flow control setting that is in effect when you start Invisible LAN.
Refer to thdnstallationmanual for details.

Printer Control

There are three options on the Action Menu that let you control the printer:
Restart Current Job restarts the current print job from the beginning.

Cancel Current Job cancels the print job that is currently printing.
Printing continues with the next job in the print queue.

Clear Print Queue cancels all the jobs in the print queue. Printing does
not continue until the print spooler receives a new print job.

Note— If you want to selectively delete individual jobs from the print queue,
you can do so with the Print Queue Action Menu, described later in this
chapter.

SUMMARY: The Print Spooler Action Menu lets you set the print spooler
state, select form-feed and flow control options, and control the printer.
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Displaying Print Queue Contents

To display the print queue contents, choBsat Queue Contentsfrom the
Main Menu. The display shows a list of all the files in the print queue, as in
figure 14-3.

| Machine MName: SERVER Invisible LAN Network Manager |

| PRINT QUEUE CONTENTS

P MIKE 67165 8-24-92 BA:A1 #1 [Urite — SYSINI.URI]

Q VINCENT 18252 AA:A3 #2 [HARDWARE.TXTI1

Q VINCENT 65039 AA:84 #2 [NETINI.TXT]

Q MIKE 12841 AA:88 #1 [Paintbrush — ZIGZAG.>
Q

H

MIKE 5888 aa:18 #2
MIKE 64155 AA:11 #1 [README.TXT]

(LA F1 LI Enter [oL@3N Esc Eidfxef t | PgUp PgDn Home End A-Z

Figure 14-3. Typical Print Queue Contents Display

For each file, the following information is displayed:

The print job status. The status is shown as a single IBtikthe job is
currently printingQ if the job is queued (i.e., ready to print and waiting
for the printer to become available),hbrif the job is on hold.

The name of the user who submitted the print job.
The size of the file, in bytes.

The date and time that the print job was submitted.
The destination printer number (#1 or #2).

The print job title. If the print job was submitted by tRETPRINT
program, the print job title is the name of the file. If the print job was
submitted from Microsoft Windows, then the job title is assigned by the
Windows application.
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SUMMARY: You can use thérint Queue Contents function on the
manager’s Main Menu to display the contents of the print queue for a local
or remote printer.

Changing Print Queue Contents

You can change the print queue once it is displayed. You can rearrange file
in the queue, so that more important files are printed first. You can also delet
individual files from the queue, and place individual files on hold.

To change the print queue, simply select a file from the displayed list, anc
press Enter. Aiction Menuappears, as shown in figure 14-4.

| Machine MName: SERVER Invisible LAN Network Manager |

| PRINT QUEUE CONTENTS

MIKE H [Urite — SYSINI.URI]
VINCENT H
MIKE H
MIKE :
MIKE H Print Next
Print Last
Delete
Hold

Re—reads the print queue contents, and updates the display
Enter [MLMNNY Esc EidAXwd T 1 Pglp PgDn Home End A—Z

Figure 14-4. Print Queue Action Menu

From the Action Menu, you can perform the following five operations:
ChooseRefreshto update the print queue contents display.

ChoosePrint Next to move the selected file to the front of the queue, so
the selected file will be the next file to print. If the selected file is on hold,
it is released from hold. If the file is currently printing, it is interrupted
and started over again from the beginning.

ChoosePrint Last to move the selected file to the end of the queue, so
the selected file will be the last file to print. If the selected file is on hold,
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it is released from hold. If the file is currently printing, it is interrupted,;
the next time the file prints, printing starts over from the beginning.

ChooseDeleteto delete the selected file from the queue. If the selected
file is currently printing, it is interrupted.

ChooseHold to place the selected file on hold. When the file is on hold,
it remains in the queue but does not print until you manually release the
file from hold (with Print Next or Print Last). If the selected file is
currently printing, it is interrupted; when you release the file from hold,
printing starts over from the beginning.

SUMMARY: You can use the Print Queue Action Menu to rearrange the
files in the print queue, delete individual files from the print queue, and
place print jobs on hold.
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CHAPTER 15

Security

Invisible LAN supports a full security system. Security is optional. If you're
not interesed in security, you can ignore the security system.

With the security system, you can define both users and grouwprss an
individual, who can optionally havepasswordo verify his or her identity. A
groupis an arbitrary set of users. Groups provide a convenient way to gran
permissions to many users at once. (Also, in the bulletin board system, groug
are a convenient way to send a message to many users at once.)

You also use the security system to define shortnang®wmnameds a name

that represents a directory on the server’s disk. The shortharmecdess
rights that specify what types of operations are allowed; for example, read-
only or execute-only.

The security system lets you specify which users and groups are allowed t
use each shorthame. It also lets you specify which users and groups al
permitted access to other resources, such as network printers and the bulle
board system.

This chapter describes the security system. It includes the following topics:
Security objects and bindings
Users
Groups
Shortnames
Miscellaneous functions
Saving and resetting security
Security example
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Security Objects and Bindings

The Invisible LAN security system is based on two concegigctsand
bindings An objectis an entity that is under the control of the server. There
are four types of objects:

User — An individual at an Invisible LAN workstation. A user can
optionally have gasswordthat serves to verify the user’s identity. In
addition, a user may optionally have@nment

Group — A collection of users. You specify which users belong to the
group. A group may optionally havecamment

Shortname — A name that refers to a directory on the server’s disk. A
shortname haaccess rightthat define what types of operations users can
perform in the directory (for example, read-only).

Miscellaneous function— A network printer or other network resource
that is located on the server.

A binding is a relationship between two objects. There are five types of
bindings:

A user can be a member of a group.

A user can have permission to use a shortname. This allows the user 1
access the directory to which the shortname refers, subject to the
shorthname’s access rights.

A group can have permission to use a shortname. This allows even
member of the group to access the directory to which the shorthame
refers, subject to the shortname’s access rights.

A user can have permission to perform a miscellaneous function. This
allows the user to use the resource or perform the function.

A group can have permission to perform a miscellaneous function. This
allows every member of the group to use the resource or perform the
function.

Object and bindings are summarized in tables 15-1 and 15-2.

SUMMARY: There are four types objectsin the Invisible LAN security
system:users groups shortnamesand miscellaneous functionghese
objects are related bpindings The five types of binding are: user’s
membership in a group; user’s permission to use shortname; group’s pel
mission to use shorthame; user’s permission to use miscellaneous functiot
group’s permission to use miscellaneous function.
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Table 15-1. Security Objects

Object Description Attributes
User Individual Name,
Password (optional),
Comment (optional)
Group Collection of users Name,
Comment (optional)
Shortname Name that refers to a Name,
drive and directory on Definition,

server’s disk

Access rights

Miscellaneous Network printer or other None
function resource
Table 15-2. Security Bindings
Binding Meaning
User — Group User is a member of the group

User — Shortname

Group — Shortname

User — Miscellaneous function

Group — Miscellaneous function

Security

User has permission to use the
directory to which the shortname
refers

Every member of group has
permission to use the directory to
which the shortname refers

User has permission to use the
network resource

Every member of group has
permission to use the network
resource
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| Machine MName: SERVER Invisible LAN Network Manager

ACCOUNTANT [Keeps financial recordsl
DAVID [Legal secretaryl

LAWYER [Ouns the lauw firml

SARAH [Legal secretaryl

LINAE F1 GINUETNY Enter [OLWNR Esc EINANGE T 1 Pglp PgDn Home End A-Z

Figure 15-1. User Definitions Panel

Users

A useris an individual working at an Invisible LAN workstation. The server
keeps a list of all known users. For each user, the server records the usel
name, password, and a comment. The password and comment are option
but every user is required to have a name.

Displaying Users

To display users, choo&#ser Definitions and Securityon the Main Menu.
A list of users appears, as shown in figure 15-1.

For each user, Invisible LAN displays:
The user name.
The user comment, if any.

Creating Users

Before you can give a user permission to use network disks, printers, and oth
resources, you must add the user to the list of known users. This is calle
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| Machine MName: SERVER Invisible LAN Network Manager |

ACCOUNTANT [Keeps financial recor

DAVID [Legal secretaryl

LAWYER [Ouns the lauw firml Refresh

SARAH [Legal secretaryl Create New User
Delete User
Rename User
Change Password
Change Comment
Group Memberships
Add Group Membership
Shortname Permissions
Grant Shortname Permission
Miscellaneous Permissions
Grant Miscellaneous Permission

Re—reads the user list, and updates the display

[ERd F1 NI Enter [EREHAE=c EIREd t | PgUp PgDn Home End A-Z
Figure 15-2. User Action Menu

“creating a user.”

To create a user, first display the list of users as described aboveEfarss
to bring up the Action Menu as shown in figure 15-2. Chddremate New
User, and then enter the user name, password, and comment.

A newly created user is automatically a member of the group named EVERY-
ONE. The new user has no other group memberships or security permission

Changing User Definitions

You can change a user’s hame, password, and/or comment.

To change a user definition, select a user from the list of users, anBpess
to bring up the Action Menu shown in figure 15-2.

To change the selected user’'s name, chBesame Useion the Action
Menu.

To change the selected user’s password, chdloaege Passworan the
Action Menu.

To change the selected user’s comment, chGbhaege Commenion the
Action Menu.

When you change a user definition, the user retains all its group membershig
and security permissions.
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Deleting Users

To delete a user, select a user from the list of users, and then Eredese
User from the Action Menu.

SUMMARY: A useris an individual at an Invisible LAN workstation. A
user has a name, an optional password, and an optional commdus€eFrhe
Definitions and Securityitem on the Main Menu lets you display, create,
change, and delete users.

Groups

A groupis a collection of users. Invisible LAN automatically creates a group

called EVERYONE, and automatically makes all users members of EVERY-
ONE. When you create your own groups, you can specify which users ar
members of the group.

The server keeps a list of all known groups. For each group, the server recort
the group’s name and a comment. The comment is optional, but every grou
is required to have a name.

| Machine MName: SERVER Invisible LAN Network Manager

| GROUPS

EVERYONE [All users are in this groupl

SECRETARIES [The legal secretaries]

LINAE F1 GINUETNY Enter [OLWNR Esc EINANGE T 1 Pglp PgDn Home End A-Z

Figure 15-3. Group Definitions Panel
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Displaying Groups

To display groups, choogBroup Definitions and Security on the Main
Menu. A list of groups appears, as shown in figure 15-3.

For each group, Invisible LAN displays:
The group name.
The group comment, if any.

Creating Groups

Before you can give a group permission to use network disks, printers, an
other resources, you must add the group to the list of known groups. This i
called “creating a group.”

To create a group, first display the list of groups as described above. Pres
Enter to bring up the Action Menu as shown in figure 15-4. Ch@rsate
New Group, and then enter the group name and comment.

A newly created group has no members and no security permissions.

| Machine MName: SERVER Invisible LAN Network Manager |

| GROUPS
EVERYONE [All users are in this
SECRETARIES [The legal secretaries ACTION

Refresh

Create New Group

Delete Group

Rename Group

Change Comment

Uzers In Group

fAdd User To Group
Shortname Permissions
Grant Shortname Permission
Miscellaneous Permissions
Grant Miscellaneous Permission

Re—reads the group list, and updates the display

[ERd F1 NI Enter [EREHAAE=c EAREgd t | PglUp PgDn Home End A-Z
Figure 15-4. Group Action Menu
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Changing Group Definitions

You can change a group’s hame and/or comment.

To change a group definition, select a group from the list of groups, and pres
Enter to bring up the Action Menu shown in figure 15-4.

To change the selected group’s name, chétegame Group on the
Action Menu.

To change the selected group’s comment, ch@bsaige Commenton
the Action Menu.

When you change a group definition, the group retains all its members an
security permissions.

Deleting Groups

To delete a group, select a group from the list of groups, and then choos
Delete Groupfrom the Action Menu.

Group Memberships

When you create a group, you specify which users are members of the grou,
There are two approaches to assigning group memberships. You can pick
particular group, and then specify which users are members of the group. O
you can pick a particular user, and then specify which groups the user belong
to. Both methods are described below.

Assigning Members to a Particular Group

To display or change the members of a particular group, proceed as follows:

Step 1. Display the list of groups by choos@mpup Definitions and
Security on the Main Menu.

Step 2. Select a group from the list, and pEsgsr to bring up the Action
Menu shown in figure 15-4.
You can now perform the following operations:

To display a list of the users in the selected group, chdeeses in Group
from the Action Menu.
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To remove a user from the selected group, first display the list of users ir
the group, then choose the user you want to remove andgmess

To display a list of the usemotin the selected group, choosdd User
To Group from the Action Menu.

To add a user to the selected group, first display the list of msgrsthe
group, then choose the user you want to add and préss.

Assigning Group Memberships to a Particular User

To display or change the group memberships of a particular user:

Step 1. Display the list of users by choosldger Definitions and
Security on the Main Menu.

Step 2. Select a user from the list, and pEggsr to bring up the Action
Menu shown in figure 15-2.

You can now perform the following operations:

To display a list of the groups that include the selected user, choost
Group Membershipsfrom the Action Menu.

To remove the selected user from a group, first display the list of groups
that include the selected user, then choose the group andEptess

To display a list of the groups thatdotinclude the selected user, choose
Add Group Membership from the Action Menu.

To add the selected user to a group, first display the list of groups that d
notinclude the selected user, then choose the group andgmtess

SUMMARY: A groupis a collection of users. A group has a name and an
optional comment. Groups are a convenient way to grant security permis
sions to many users at once. There is a predefined group called EVERY
ONE that contains all users. T&eoup Definitions and Securityitem on

the Main Menu lets you display, create, change, and delete groups. Whe
you create a group, you can specify which users are members of the grou
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Shortnames

A shortnames an abbreviation that stands for a particular directory on the
server’'s disk. For example, LETTERS could refer to the directory
C:\WORDPROC\LTTRS on the server’s disk.

You use the network manager to create a shorthame. Once the shortname
created, you can use the shorthame when you establish a drive mapping. Yt
can think of the shorthame as beingribevork namef the directory, because
network users can access the directory by using the shortname.

The advantages to using shorthames include:

Users don't have to know the server’s drive letter and path; they simply
use the shortname.

The server’s directory structure can be changed without affecting users
provided the shorthame is redefined to refer to the new directory name.

A shortname haaccess rightshat specify what types of operations users
can perform when using the shortname.

You can control access to a shortname (and the directory to which it
refers) with the security system.

Access Rights

Every shortname has a setamfcess rightsThe access rights specify what
types of operations users can perform when using the shortname. There are
different access rights as shown in table 15-3.
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Table 15-3. Shortname Access Rights

Access Right Meaning

READ ACCESS Users can read files.

WRITE ACCESS Users can modify existing files.
CREATE ACCESS Users can create new files, delete files,

rename files, change file attributes, make
subdirectories, and remove subdirectories.

LIST ACCESS Users can list the contents of the directory.
EXECUTE ACCESS Users can execute DOS program files.
SHARING ACCESS Users can share files normally.

A shortname can have any combination of the six access rights. For exampl
if a shorthame has READ+LIST+EXECUTE+SHARING ACCESS, then
users can read files, list the directory, and execute program files, but the:
cannot modify existing files or create new files.

Example 1 — A shorthame with READ+WRITE+CREATE+LIST+EXE-
CUTE+SHARING ACCESS allows users unlimited access to the directory.
Users can perform any desired operation when using the shorthame. This
the default set of access rights.

Example 2— A shortname with READ+LIST+EXECUTE+SHARING AC-
CESS allows read-only access to the directory. Users can perform any oper:
tion that involves reading from the directory, but they cannot modify the
contents of the directory in any way.

Example 3 — A shorthame with LIST+EXECUTE+SHARING ACCESS
allows execute-only access to the directory. Users can execute any progran
in the directory, but they cannot copy the program files.

Example 4— A shortname with READ+WRITE+SHARING ACCESS lets

a user read or modify any file in the directory, provided the user knows the
name of the file. Since the user cannot list the directory, the user cannc
discover the names of other files in the directory.

Note— When you create a shorthame, you should always give it SHARING

access, so that Invisible LAN will enforce the normal rules for sharing files.
The only exception is if you are running software designed for Novell Netware
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that requires “Novell shareable” files. In this case, you can turn off SHARING
access to simulate “Novell shareable.”

Note— When a shortname has SHARING access, Invisible LAN enforces the
normal DOS rules for sharing files. This means that if two users attempt to usi
the same file at the same time, one of them will get a Sharing Violation
message, unless they are running multi-user software that is designed to allo
simultaneous access to the same file. When you turn off SHARING access
Invisible LAN allows multiple users to access the same file at the same time
even if they are running single-user software that would normally cause ¢
Sharing Violation.

Note— EXECUTE access applies only to the execution of DOS programs. In
order to execute Windows programs, you need to have READ access.

Displaying Shortnames

To display shortnames, chodSkortname Definitions and Securityon the
Main Menu. A list of shortnames appears, as shown in figure 15-5.

For each shortname, Invisible LAN displays:
The shortname name.

The shortname access rights: R, W, C, L, E, and/or S (for READ, WRITE,
CREATE, LIST, EXECUTE, and SHARING).

The disk directory to which the shorthame refers.

| Machine MName: SERVER Invisible LAN Network Manager |

[RWCLES1 BRIEF3 C:\BRIEFS
[RWCLES1 FINANCE C:\FINANCE
[R—LES1 FINREAD C:\FINANCE
[——LES1 PROGRAMS ==> C:\PROGRAM3

(LA F1 LI Enter [oL@3N Esc Eidfxef t | PgUp PgDn Home End A-Z

Figure 15-5. Shortname Definitions Panel
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| Machine MName: SERVER Invisible LAN Network Manager |

[RWCLES1 BRIEF3 =
[RWCLES1 FINANCE =
[R—LES1 FINREAD =
[——LES1 PROGRAMS =

‘\BRIEFS

:NFINANCE

:NFINANCE

:\PROGRANS Refresh
Create New Shortname
Delete Shortname
Rename Shortname
Change Shortname Def inition
Change Access Rights
User Permissions
Grant User Permission
Group Permissions
Grant Group Permission

Re—reads the shortname list, and updates the display

[EFd F1 NI Enter RN E=c EIREd t | PglUp PgDn Home End A-Z
Figure 15-6. Shorthame Action Menu

Creating Shortnames

To create a new shortname, first display the list of shorthames as describe
above. PresBnter to bring up the Action Menu shown in figure 15-6. Choose
Create New Shortnamefrom the Action Menu, and then enter the
shorthame’s name, the disk directory to which the shortname refers, and th
shorthame’s access rights.

When you create a new shorthame, the group named EVERYONE is automa
ically given permission to use it. A newly created shorthame has no othel
security permissions aside from EVERYONE.

Changing Shortname Definitions

You can change a shortname’s name, disk directory, and/or access rights.

To change a shorthame definition, select a shortname from the list of
shorthames, and preEster to bring up the Action Menu as in figure 15-6.

To change the selected shortname’s name, clieesame Shortname
on the Action Menu.

To change the selected shortname’s disk directory, chGbsege
Shortname Definition on the Action Menu.

To change the selected shorthame’s access rights, dbbasge Access
Rights on the Action Menu.
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When you change a shortname definition, the shortname retains all its securit
permissions.

Deleting Shortnames

To delete a shortname, select a shortname from the list of shortnames, and th
chooseDelete Shortnamefrom the Action Menu.

Shortname Permissions

When you create a shorthame, the group EVERYONE is automatically giver
permission to use it. This means that anyone on the network can use th
shortname.

If you want to restrict access to the shorthame, you must specify which user
and groups have permission to use the shortname.

There are two approaches to assigning shorthame permissions. You can pi
a particular shortname, and then specify which users and groups are permitte
to use it. Or, you can pick a particular user or group, and then specify whict
shorthames the user or group has permission to use. Both methods are ¢
scribed below.

Permissions For a Particular Shortname
To display or change the list of users or groups with permission to use «
particular shortname, proceed as follows:

Step 1. Display the list of shortnames by choo8hgrtname Defini-
tions and Securityon the Main Menu.

Step 2. Select a shortname from the list, and fatey to bring up the
Action Menu shown in figure 15-6.
You can now perform the following operations:

To display a list of the users or groups who have permission to use the
selected shortname, choddser Permissionsor Group Permissions
from the Action Menu.

To deny permission for a user or group to use the selected shorthame, fir
display the list of users or groups who have permission to use the
shortname. Then choose the user or group and préss

To display a list of the users or groups whawdbhave permission to use
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the selected shorthame, cho@sant User Permissionor Grant Group
Permissionfrom the Action Menu.

To give permission for a user or group to use the selected shorthame, fir:
display the list of users or groups whortu have permission to use the
shortname. Then choose the user or group and préss

Shortname Permissions For a Particular User or Group

To display or change the shorthame permissions of a particular user or grou
proceed as follows:

Step 1. Display the list of users by choosldger Definitions and
Security on the Main Menu. Or, display the list of groups by choosing
Group Definitions and Security on the Main Menu.

Step 2. Select a user or group from the list, and ety to bring up
the Action Menu shown in figure 15-2 or 15-4.

You can now perform the following operations:

To display a list of the shortnames that the selected user or group ha
permission to use, chooshortname Permissionsfrom the Action
Menu.

To deny permission for the selected user or group to use a shorthame, fir
display the list of shortnames that the selected user or group has permit
sion to use. Then choose the shortname and fpress.

To display a list of the shorthames that the selected user or groupodoes
have permission to use, cho@mant Shortname Permissionfrom the
Action Menu.

To grant permission for the selected user or group to use a shortname, fir
display the list of shortnames that the selected user or groupatbese
permission to use. Then choose the shortname andgress

Using Shortnames

Shortnames can be used any time that you establish a drive mapping. From t|
DOS prompt, you use shortnames in th&P andMENU programs. In the
Invisible LAN Setup program, you use shortnames when specifying the initial
drive mappings. All of these options are discussed in the following para-
graphs.
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Using Shortnames in the MAP Command
At the DOS prompt, you use ttAP command to establish drive and printer

mappings. When establishing drive mappings, you may use a shorthame
described below:

To use a shortname in a MAP command, type
MAP d: \\server\shortname [\path] [/W]

The parameters have the following meanings:

d: The drive letter used to refer to the server’s disk.
server The network name of the server.
shortname Specifies a drive and directory on the server. It must

have been previously defined on the server, and you
must be authorized to use it based on the security
permissions granted by the server.

[\path ] A subdirectory path from the shortname directory. The
\path is optional. If you omit\path, then you have
access to the directory that the shortname refers to,
including all subdirectories. If you includigath, then
you have access only to that particular subdirectory
(and its subdirectories).

W Indicates thaMAP should wait for the server com-
puter to boot up if it is not on the networkV is
optional. If/W is not included, theMAP terminates
with an error message if the server computer is not on
the network/W is most often used when you have two
servers, and each server wants to use the other’s disk.

Example — Suppose that LETTERS is a shortname that refers to directory
C:\WORDPROC\LTTRS on server MIKE's disk. To make your drive letter F:
refer to this directory, type

MAP F: \WIKE\LETTERS
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Using Shortnames in the MENU program

The MENU program provides DOS users with a menu-driven interface for
managing the network. To use a shortname inMBE&NU program, select
Drive Mappings on the manager Main Menu. The screen displays the current
drive mappings.

Select the drive letter to be mapped to the server’s disk. The program prompi
you for the necessary information. At fhgve Or Shortname prompt, enter
the shortname.

Example — Suppose that LETTERS is a shortname that refers to directory
C:\WORDPROC\LTTRS on server MIKE's disk. To make your drive letter F:
refer to this directory:

1. Choosérive Mappings from the manager Main Menu.

Select drive letter F: from the list.

In response to tHgerver's Nameprompt, enter MIKE.

In response to tHarive Or Shortname prompt, enter LETTERS.

a s~ e

In response tBerver's Path pressEnter.

Your drive letter F: now refers to MIKE's directory C:\WORDPROC\LTTRS.

Using Shortnames in the Setup Program

You can use the Invisible LAN Setup program to define initial drive mappings
that are established automatically when you start Invisible LAN. The initial
drive mappings are defined in tiive Mappings section ofAdvanced
Configuration.

When you specify the initial drive mappings, the Setup program prompts you
to enterServer's Name Drive Or Shortname, andServer’s Path At the
Drive Or Shortname prompt, you may enter a shortname.

SUMMARY: A shortnames the network name of a disk directory on the
server. Each shorthame has a name, a definition (the name of the dis
directory), and a set of access rights. The access rights define what types
operations users can perform in the disk directory: read, write, create, list
execute, and share. TBhortname Definitions and Securityitem on the
Main Menu lets you display, create, change, and delete shorthames. Yo
can define shorthame permissions for users and groups. A shorthame c:
be used any time you specify a network path for a drive mapping.
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Miscellaneous Functions

A miscellaneous functios network printer or other resource that is under the
server’s control. Miscellaneous functions let you use the security system ftc
control access to printers and other network resources.

All the miscellaneous functions are automatically pre-defined by Invisible
LAN. You cannot create your own miscellaneous functions, and you canno
modify or delete the pre-defined miscellaneous functions.

Displaying Miscellaneous Functions

To display miscellaneous functions, chodéiscellaneous Securityon the
Main Menu. A list of miscellaneous functions appears, as shown in figure
15-7.

Invisible LAN displays the name or description of each miscellaneous func-
tion. The functions control access to disks, printers, security, server monitor
ing, and the bulletin board. All five types of functions are described in the
following paragraphs.

| Machine MName: SERVER Invisible LAN Network Manager

MISCELLANEOUS
Bulletin Board Access

Bulletin Board Sysop Privilege

Disk Directories Without Shortnames
Examine Print Queue Contents Remotely
Examine Print Spooler Status Remotely
Examine Becurity Information Remotely
Examine Server Usage Statistics Remotely
Modify Print Queue Contents Remotely
Modify Print Spooler Status Remotely
Modify Security Information Remotely
Network Printer #1

Network Printer #2

LI F1 GINUETIY Enter [OLWNR Esc EINANGE T | Pglp PgDn Home End A

Figure 15-7. Miscellaneous Security Panel
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Controlling Access to Disks

When you establish a drive mapping, you have the option of using either «
shorthame or a disk directory. For example, you can use a network path lik
\WSERVER\LETTERS (using the shorthame LETTERS), or like
\SERVER\C:\\WORDPROC\LTTRS (where no shorthame is used).

We have already seen how to assign security permissions to shortnames,
you can control who has access to each shortname. The following miscellz
neous function lets you control who can establish drive mappings without
using a shortname.

Disk Directories Without Shorthnames— Controls who can establish a
drive mapping without using a shorthame.

By default, the group EVERYONE has permission to perform this function.
This allows everyone to have unlimited access to all the server’s disk directo
ries.

If you want to limit access to the server’s disks, you must deny EVERYONE
permission to use this function, and then use shortnames to specify who hz
access to which directories.

Controlling Access to Printers

There are six miscellaneous functions that control access to the networ
printers:

Network Printer #1 — Controls who can use network printer #1.
Network Printer #2 — Controls who can use network printer #2.

Examine Print Spooler Status Remotely— Controls who can display
the status of the print spooler from a remote workstation. (A user working
locally at the server can always examine print spooler status.)

Modify Print Spooler Status Remotely— Controls who can modify the
status of the print spooler from a remote workstation. (A user working
locally at the server can always modify print spooler status.)

Examine Print Queue Contents Remotely— Controls who can display

the list of files in the print queue from a remote workstation. (A user
working locally at the server can always examine the print queue con-
tents.)

Modify Print Queue Contents Remotely— Controls who can rearrange
and delete the files in the print queue from a remote workstation. (A usel
working locally at the server can always modify the print queue contents.)

By default, the group EVERYONE has permission to perform all these
functions. This allows everyone to have unlimited access to network printers
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If you want to restrict access to the network printers, you must deny permis
sion for EVERYONE to perform these functions, and then grant permissions
to selected users and groups.

Controlling Access to Security

For the security system to remain secure, you must restrict who is allowed t
update the security information. Otherwise, users could access any functio
simply by giving themselves permission!

Two miscellaneous functions let you control who can display and change
security information:

Examine Security Information Remotely— Controls who can display
security information from a remote workstation. (A user working locally
at the server can always examine security information.)

Modify Security Information Remotely — Controls who can change
the security information from a remote workstation. (A user working
locally at the server can always modify security information.)

Security information includes user names, group names, shorthame defini
tions, group memberships, shortname permissions for users and groups, al
miscellaneous permissions for users and groups.

By default, the group EVERYONE has permission to perform both of these
functions. This means that everyone has unrestricted ability to display anc
change the security information.

To have a secure system, you must restrict the ability to modify security
information. You may also want to restrict the ability to examine security
information. To do this, you must deny permission for EVERYONE to per-
form these functions, and then grant permission to selected users and grouy

If you don't grant anyone access to these functions, only a user working at th
server can change the security system.

Controlling Access to Server Monitoring

One miscellaneous function lets you control who can monitor the usage o
server resources:

Examine Server Usage Statistics Remotekl~ Controls who can dis-
play server usage information from a remote workstation. (A user work-
ing locally at the server can always examine usage information.)

Server usage information includes the number of open files, number of recor

locks, amount of data read or written, amount of time the server has bee
running, disk cache statistics, audit trail, and list of logged-in users.
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By default, the group EVERYONE has permission to perform this function.
This means that everyone can display server usage statistics. If you want 1
restrict access to this function, you must deny permission to EVERYONE, anc
then grant permission to selected users and groups.

If you don't grant anyone access to this function, only a user working at the
server can examine server usage statistics.

Controlling Access to the Bulletin Board

Every Invisible LAN server has a built-in bulletin board system. The bulletin
board is both a store-and-forward mail system and also an electronic forun
where users can exchange information and experiences.

Two miscellaneous functions let you control access to the bulletin board
system:

Bulletin Board Access— Controls who can send and receive messages
on the bulletin board from a remote workstation. (A user working locally
at the server can always send and receive messages on the bulletin boar

Bulletin Board Sysop Privilege— Controls who has sysop (SYStem
OPerator) privilege when working at a remote workstation. (A user
working locally at the server always has sysop privilege.) A user with
sysop privilege can read all the messages on the bulletin board (includin
private messages), and perform administrative functions on the bulletir
board.

By default, the group EVERYONE has permission Botlletin Board Ac-

cess This means that anyone can send and receive messages on the bulle
board. If you want to restrict access to the bulletin board, you must deny
permission to EVERYONE, and then grant permission to selected users an
groups.

By default, no one has permission Rulletin Board Sysop Privilege This
means that only a user working locally at the server has sysop privilege. If yol
want other users to have sysop privilege, you must grant the privilege tc
selected users and groups.

Miscellaneous Permissions

By default, the group EVERYONE has permission for all miscellaneous
functions (excepBulletin Board Sysop Privilegg. This means that anyone
on the network can perform these functions.

If you want to restrict access to a miscellaneous function, you must specif
which users and groups have permission to use the miscellaneous function.
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There are two approaches to assigning miscellaneous permissions. You c:
pick a particular miscellaneous function, and then specify which users anc
groups are permitted to use it. Or, you can pick a particular user or group, an
then specify which miscellaneous functions the user or group has permissio
to use. Both methods are described below.

Permissions For a Particular Miscellaneous Function
To display or change the list of users or groups with permission to use «
particular miscellaneous function, proceed as follows:

Step 1. Display the list of miscellaneous functions by choddiagella-
neous Securityon the Main Menu.

Step 2. Select a miscellaneous function from the list, and Brees to
bring up the Action Menu shown in figure 15-8.

| Machine MName: SERVER Invisible LAN Network Manager |

| MISCELLANEOUS SECURITY
Bulletin Board Access
Bulletin Board Sysop Privilege ACTION

Disk Directories Without Shortnames

Examine Print Queue Contents Remotely
Examine Print Spooler Status Remotely Grant User Permizssion

Examine Becurity Information Remotely Group Permissions

Examine Berver Usage Statistics Remotel Grant Group Permission

Modify Print Queue Contents Remotely

Modify Print Spooler Status Remotely

Modify Security Information Remotely

Network Printer #1

Network Printer #2

Lists users permitted to use the function, and lets you deny permission
(Al F1 RSN Enter [ELWHR Esc N8t | PglUp PgDn Home End A-Z2

Figure 15-8. Miscellaneous Security Action Menu

You can now perform the following operations:

To display a list of the users or groups who have permission to use the
selected miscellaneous function, chobsser Permissionsor Group
Permissionsfrom the Action Menu.

To deny permission for a user or group to use the selected miscellaneol
function, first display the list of users or groups who have permission to
use the miscellaneous function. Then choose the user or group and pre
Enter.
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To display a list of the users or groups whadbhave permission to use
the selected miscellaneous function, cha@sant User Permissionor
Grant Group Permission from the Action Menu.

To give permission for a user or group to use the selected miscellaneou
function, first display the list of users or groups whadbhave permis-

sion to use the miscellaneous function. Then choose the user or group ar
pressEnter.

Miscellaneous Permissions For a Particular User or Group

To display or change the miscellaneous permissions of a particular user c
group, proceed as follows:

Step 1. Display the list of users by choosldger Definitions and
Security on the Main Menu. Or, display the list of groups by choosing
Group Definitions and Security on the Main Menu.

Step 2. Select a user or group from the list, and ety to bring up
the Action Menu shown in figure 15-2 or 15-4.

You can now perform the following operations:

To display a list of the miscellaneous functions that the selected user o
group has permission to use, chob&iscellaneous Permissiongrom
the Action Menu.

To deny permission for the selected user or group to use a miscellaneol
function, first display the list of miscellaneous functions that the selected
user or group has permission to use. Then choose the miscellaneot
function and presEnter.

To display a list of the miscellaneous functions that the selected user o
group doesot have permission to use, chodSeant Miscellaneous
Permissionfrom the Action Menu.

To grant permission for the selected user or group to use a miscellaneol
function, first display the list of miscellaneous functions that the selected
user or group doewt have permission to use. Then choose the miscella-
neous function and preEsiter.

SUMMARY: A miscellaneous functiois a network printer or other net-
work resource. Théliscellaneous Securityitem on the Main Menu lets
you display miscellaneous functions. You can define miscellaneous permis
sions for users and groups.
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Saving and Resetting Security

The security system settings are stored on the server’s disk in a file calle
BINDERY.DAT. BINDERY.DAT is located in the same directory where the
Invisible LAN program files are located (usually C:\NET30).

To save the state of the security system, make a copy of BINDERY.DAT. You
can restore the security system by re-booting the computer (Qirbgdt-

Del), restoring BINDERY.DAT from the copy, and then re-starting Invisible
LAN.

To reset the security system back to the default state, you should re-boot tt
system and delete BINDERY.DAT. The next time you start the server, it will
automatically create a new BINDERY.DAT with a default security system.

Note — BINDERY.DAT is a read-only file. To replace or delete it, you must
use the DORTTRIB command to make the file read/write.

SUMMARY: The file BINDERY.DAT contains the information needed to
save and restore the state of the security system.

Security Example

In this section, we give an extended example of a security system. We g
through the entire process of creating a security system, step by step.

For our example, we use a hypothetical law firm. In our law firm, there are
five computer users:

LAWYER, the lawyer who owns the law firm.

ACCOUNTANT, an accountant who handles all the firm’s finances.
SARAH, a legal secretary.

DAVID, a legal secretary.

ANNE, a legal secretary.

Every user has a computer that is connected to the network. In addition, the!
is a server on the network. All the files on the server’s disk are organized intc
three directories:

C:\BRIEFS contains legal briefs. We want LAWYER and all the legal
secretaries to have access to this directory, but not ACCOUNTANT.
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C:\FINANCE contains the firm’s financial records. We want ACCOUN-
TANT to have access to this directory. LAWYER also has access to this
directory, but on a read-only basis. The legal secretaries do not have
access to this directory.

C:\PROGRAMS contains program files, such as word processors anc
spreadsheets. We want everyone to have access to this directory, but ¢
an execute-only basis.

The server also has two printers:

Printer #1 is a daisy-wheel printer used for printing letters and reports. We
want everyone to have access to this printer.

Printer #2 is a laser printer that is used for printing legal forms. We want
only the legal secretaries to have access to this printer.

Finally, only LAWYER has permission to change the security settings.

We now go through the steps involved in setting up this security system
beginning from scratch with a default security system.

Step 1: Create the users.

First we create the five users in this network. This, and every other operatiol
in this example, is done at the server.

SelectUser Definitions and Securityon the manager Main Menu.
PressEnter to bring up the User Action Menu.
SelectCreate New User

Enter the user name LAWYER. Optionally, you can also enter a passworc
or comment. Predsnter or F9 to complete the entry.

Repeat the above steps to create users ACCOUNTANT, SARAH,
DAVID, and ANNE.

PressEscto return to the Main Menu.

Step 2: Create a group.

All the legal secretaries have exactly the same security permissions. There
fore, we create a group named SECRETARIES. This way, we can give
security permissions to all the secretaries as a group.

SelectGroup Definitions and Security on the manager Main Menu.
PressEnter to bring up the Group Action Menu.

SelectCreate New Group

Enter the group name SECRETARIES. Optionally, you can also enter &
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comment. PresBnter or F9 to complete the entry.

Select SECRETARIES from the Group Panel. The Group Action Menu
appears again.

SelectAdd User To Group. A list of users appears.

Select SARAH from the list of users. When asked “Add User to Group?,”
respondves

Select DAVID from the list of users. When asked “Add User to Group?,”
respondves

Select ANNE from the list of users. When asked “Add User to Group?,”
respondves

PressEsc several times to return to the Main Menu.

Step 3: Create the secured shortnames.

We need to create a shorthame for each of the directories C:\BRIEFS, C:\F
NANCE, and C:\\PROGRAMS. In fact, we need two shortnames for the
directory C:\FINANCE, because one user needs read/write access to thi
directory while another user needs read-only access to this directory.

Select Shortname Definitions and Security on the manager Main
Menu.

PressEnter to bring up the Shortname Action Menu.
SelectCreate New Shortname

For “shortname” enter BRIEFS. For “server’s drive” enter C. For
“server’s path” enter \BRIEFS. Ent&r for all the access rights. Then
pressEnter or F9 to complete the entry. This establishes BRIEFS as the
shortname for directory C:\BRIEFS, with read/write access rights.

PressEnter to bring up the Shortname Action Menu.
SelectCreate New Shortname

For “shorthame” enter FINANCE. For “server’s drive” enter C. For
“server’s path” enter \FINANCE. Ent&f for all the access rights. Then

pressEnter or F9 to complete the entry. This establishes FINANCE as
the shortname for directory C:\FINANCE, with read/write access rights.

PressEnter to bring up the Shortname Action Menu.
SelectCreate New Shortname

For “shorthame” enter FINREAD. For “server’s drive” enter C. For
“server’s path” enter \FINANCE. Enté&f for “permit reading,” “permit
directory listing,” and “permit execute.” Entirfor “permit writing” and
“permit create/delete.” Then prasster orF9to complete the entry. This
establishes FINREAD as the shortname for directory C:\FINANCE, with
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read-only access rights.
PressEnter to bring up the Shortname Action Menu.
SelectCreate New Shortname

For “shorthame” enter PROGRAMS. For “server’s drive” enter C. For
“server’s path” enter \PROGRAMS. Ent¥érfor “permit directory list-

ing” and “permit execute.” Enté for “permit reading,” “permit writ-

ing,” and “permit create/delete.” Then pré&syer or F9 to complete the
entry. This establishes PROGRAMS as the shorthame for directory
C:\PROGRAMS, with execute-only access rights.

Step 4: Establish shorthame permissions.

We now have four shorthnames: BRIEFS, FINANCE, FINREAD, and PRO-
GRAMS. When you created the shortnames, Invisible LAN automatically
gave the group EVERYONE permission to use the shortnames. Thisis fine fo
PROGRAMS, because we want everyone to be able to use PROGRAMS
However, we definitely don’t want everyone to be able to use BRIEFS,
FINANCE, and FINREAD. So we need to change the permissions for these
shortnames.

Still at the Shortnames Panel, select BRIEFS. The Shortname Actior
Menu reappears.

SelectGroup Permissions A list of groups appears.

Select EVERYONE. When asked “Deny Permission to Group?,”, answer
Yes Now the group EVERYONE does not have permission to use the
shortname BRIEF.

PressEscto return to the Action Menu.
SelectGrant Group Permission. A list of groups appears.

Select SECRETARIES. When asked “Grant Permission to Group?,”,
answerYes Now all the legal secretaries have permission to use the
shortname BRIEF.

PressEscto return to the Action Menu.
SelectGrant User Permission A list of users appears.

Select LAWYER. When asked “Grant Permission to User?,”, angeger
Now LAWYER has permission to use the shorthame BRIEF.

PressEsctwice to return to the Shortnames Panel.

At the Shortnames Panel, select FINANCE. The Shorthname Action Menu
reappears.

SelectGroup Permissions A list of groups appears.
Select EVERYONE. When asked “Deny Permission to Group?,”, answer
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Yes Now the group EVERYONE does not have permission to use the
shortname FINANCE.

PressEscto return to the Action Menu.
SelectGrant User Permission A list of users appears.

Select ACCOUNTANT. When asked “Grant Permission to User?,”, an-
swer Yes Now ACCOUNTANT has permission to use the shortname
FINANCE.

PressEsctwice to return to the Shortnames Panel.

At the Shortnames Panel, select FINREAD. The Shortname Action Menu
reappears.

SelectGroup Permissions A list of groups appears.

Select EVERYONE. When asked “Deny Permission to Group?,”, answer
Yes Now the group EVERYONE does not have permission to use the
shortname FINREAD.

PressEscto return to the Action Menu.
SelectGrant User Permission A list of users appears.

Select LAWYER. When asked “Grant Permission to User?,”, angeger
Now LAWYER has permission to use the shorthame FINREAD.

PressEsc several times to return to the Main Menu.

Step 5: Restrict mappings to shortnames only.

We have now established the desired security permissions for all oul
shorthames. However, it is still possible for anyone to map directly into the
server’s C: drive, and access any file. To prevent this, we must force everyon
to use shortnames.

SelectMiscellaneous Securityon the manager Main Menu.
SelectDisk Directories Without Shortnames An Action Menu appears.
SelectGroup Permissions A list of groups appears.

Select EVERYONE. When asked “Deny Permission to Group?,” answer
Yes Now nobody can establish drive mappings without using one of the
shortnames.

PressEsctwice to return to the Miscellaneous Security Panel.

Step 6: Establish printer permissions.

By default, the group EVERYONE has permission to use both network
printers. This is fine for printer #1, since we want everyone to have access t
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this printer. However, we want only the legal secretaries to have access t
printer #2.

Still at the Miscellaneous Security Panel, seigstivork Printer #2. An
Action Menu appears.

SelectGroup Permissions A list of groups appears.

Select EVERYONE. When asked “Deny Permission to Group?,” answer
Yes Now nobody can use printer #2.

PressEscto return to the Action Menu.
SelectGrant Group Permission. A list of groups appears.

Select SECRETARIES. When asked “Grant Permission to Group?,”,
answerYes Now all the legal secretaries have permission to use printer
#2.

PressEsctwice to return to the Miscellaneous Security Panel.

Step 7: Restrict access to security functions.

By default, the group EVERYONE has permission to modify the security
settings. We want to restrict access so that only LAWYER can modify the
security settings.

Still at the Miscellaneous Security Panel, selotlify Security Infor-
mation Remotely. An Action Menu appears.

SelectGroup Permissions A list of groups appears.

Select EVERYONE. When asked “Deny Permission to Group?,” answer
Yes Now nobody can modify the security settings, except a user working
locally at the server.

PressEscto return to the Action Menu.
SelectGrant User Permission A list of users appears.

Select LAWYER. When asked “Grant Permission to User?,”, angseer
Now only LAWYER (and anyone working locally at the server) has
permission to modify the security settings.

PressEsc several times to return to the Main Menu.

Now our security system is complete. At this point, the users can establisl
their drive and printer mappings.
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LAWYER could use the following mappings:

MAP D: \SERVER\PROGRAMS
MAP E: \SERVER\BRIEFS
MAP F: \SERVER\FINREAD
MAP LPT1 \\SERVER\1

ACCOUNTANT could use the following mappings:

MAP D: \SERVER\PROGRAMS
MAP F: \SERVER\FINANCE
MAP LPT1 \\SERVER\1

All of the legal secretaries could use these mappings:

MAP D: \SERVER\PROGRAMS
MAP E: \SERVER\BRIEFS
MAP LPT1 \\SERVER\1

MAP LPT2 \\SERVER\2

SUMMARY: This example demonstrates how to create users, groups, an
shortnames. It shows how to establish permissions for users and groups:
access shortnames. And finally, it shows how to establish permissions fo
users and groups to access network printers and security functions.
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CHAPTER 16

Server Usage
Statistics

As the server operates, it constantly keeps track of a variety of network
resources: file handles, record locks, logged-in users, and so forth. You can u:
the network manageMENU program) to display statistics on the usage of
server resources.

Server usage statistics are valuable for evaluating the server configuration. F
example, if you find that the server is running out of file handles, you could
reconfigure the server to allow a larger number of files.

To view the server usage statistics, seferter Usage Statisticen the main
menu. The server usage menu appears, as shown in figure 16-1. From th
menu, you can get information on:

Server resources

Disk cache statistics
Active users

Audit trail

Ultra Server resources

| Machine MName: SERVER Invisible LAN Network Manager

NETWORK MANAGEMENT MAIN MENU

Poll Network, Select Machine

Drive Mappi
Printer Map SERVER USAGE STATISTICS

Automatic P

Print Queue
Print Spool Ultra Server Resources
User Defini Disk Cache Statistics
Group Def in fActive Users

Shortname D Audit Trail

Miscellaneo

Server Usage Statistics

play g 3 P J Il P
HELF ppR ACT IVATE PXi3A=vd Esc 1‘ 1 PglUp PgDn Home End A—Z
Figure 16-1. Server Usage Menu

Server Usage Statistics 16-1



Server Resources

ChooseServer Resourcedo display the server usage panel, as shown in
figure 16-2.

| Machine MName: SERVER Invisible LAN Network Manager |

SERVER USAGE

umber of Users pen Files Record Locks

Current: Current: Current: a

Max imum: Max imum: Max imum: a
Limit: Limit: 868

Time Up

Days: a
Hours: 6
Minutes: 14

To refresh the server uszage statistics, press Enter.

HELF B3R MODIFY FAiiao Jil CANCEL | X:is]

Figure 16-2. Server Usage Display

The server usage panel shows information on the overall usage and configt
ration of server resources. The following items are displayed:

Current Users — The number of users currently logged in to the server.

Maximum Users — The maximum number of users that have been
logged in to the server at any one time since the server was started.

Limit on Users — The upper limit on the number of users that can be
logged in to the server, as defined in the server’s NET30.INI file.

Current Files — The total number of network files that are currently
open on the server.

Maximum Files — The maximum number of network files that have
been open at any one time since the server was started.

Limit on Files — The upper limit on the number of network files that can
be open at one time, as defined in the server's NET30.INI file.

Current Locks — The total number of record locks that are currently in
use on the server.
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Maximum Locks — The maximum number of record locks that have
been in use at any one time since the server was started.

Limit on Locks — The upper limit on the number of record locks that
can be in use at one time, as defined in the server’s NET30.INI file.

Current Spool Files— The total number of print spool files that cur-
rently exist on the server. (This item is omitted if the server does not have
a print spooler.)

Maximum Spool Files— The maximum number of print spool files that
have existed at any one time since the server was started. (This item |
omitted if the server does not have a print spooler.)

Limit on Spool Files— The upper limit on the number of print spool files
that can exist at one time, as defined in the server’s NET30.INI file. (This
item is omitted if the server does not have a print spooler.)

Kilobytes Read— The total amount of data that has been read from the
server, in kilobytes.

Kilobytes Written — The total amount of data that has been written to
the server, in kilobytes.

Kilobytes Printed — The total amount of data that has been spooled to
the server’s print spooler, in kilobytes. (This item is omitted if the server
does not have a print spooler.)

Time Up — The time that the server has been running, in days, hours, anc
minutes.

You may pres&nter at any time to update the display.

The server usage statistics let you evaluate the server’s configuration. Th
“maximums” are particularly valuable, because they let you anticipate and
prevent problems before they occur. For example, supposenghanum

files shows 48, whiléimit on files shows 50. Then you know that you are very
close to running out of files. You would probably want to reconfigure the
server to allow more files, to ensure that you won't run out.

SUMMARY: The server usage panel displays information on the overall
usage of server resources, such as users, files, and record locks. You can
it to evaluate the server configuration.
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Disk Cache Statistics

If the Invisible LAN disk cache is running on the server, you can display the
cache statistics. Choofisk Cache Statisticson the server usage menu to
display cache statistics, as shown in figure 16-3.

| Machine MName: SERVER Invisible LAN Network Manager |

CACHE STATISTICS

ache Configuration Read Performance rite Performance

Status: Enabled Hits: Hits: 8829
Size: 1888K Misses: Misses: 398
Policy: Urite—Back Hit Ratio: Hit Ratio: 95

To refresh the disk cache statistics, press Enter.

Figure 16-3. Disk Cache Statistics Display

The following items are displayed:
Cache Status— Enabled or disabled.

Cache Size— The actual size of the cache, in kilobytes. (The actual size
of the cache may be slightly different than the size you specified in the
NET30.INI file.)

Write Policy — Write-through, write-back, or delayed-writé/rite-
through means that whenever DOS performs a disk write, it must wait
until the data is physically written to the diskrite-backanddelayed-
write both mean that disk writes are stored in the cache and then writter
to the disk at a later time, in background. The difference is that write-back
begins the disk write as soon as possible, while delayed-write does nc
begin the disk write until several seconds later.

Read Hits— The number of disk read operations that were satisfied by
reading from the cache, instead of reading the hard disk.

Read Misses— The number of disk read operations that required a read
of the hard disk, because the requested data was not in the cache.
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Read Hit Ratio — The percentage of disk reads that were satisfied by
reading from the cache, instead of reading the hard disk. The higher th
number, the better the performance of the cache.

Write Hits — The number of disk write operations that overwrote data
which was already in the cache.

Write Misses — The number of disk write operations that did not
overwrite data already in the cache.

Write Hit Ratio — The percentage of disk writes that overwrote data
which was already in the cache. The higher the number, the better th
performance of the cache.

You may pres&nter at any time to update the display.

SUMMARY: The cache statistics panel displays information on the status
and performance of the Invisible LAN disk cache.

Active Users

ChooseActive Userson the server usage panel to display a list of users who
are currently logged in to the server. The list shown is similar to figure 16-4.

| Machine MName: SERVER Invisible LAN Network Manager |

| ACTIVE USERS

User Name Files Max-F Locks Max-L

MIKE a 1 a a
VINCENT 2 58 a a

To update the user list, press Enter.

[HELP [ MOD IFY Il CANCEL [

Figure 16-4. Active User Display
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For each user in the list, Invisible LAN displays information about the user’s
usage of server resources. The following items are displayed:

Current Files — The number of files that the selected user currently has
open on the server.

Maximum Files — The maximum number of files that the selected user
has had open on the server at one time, since logging in to the server.

Current Locks — The number of record locks that the selected user is
currently using on the server.

Maximum Locks — The maximum number of record locks that the
selected user has had in use on the server at one time, since logging in
the server.

You may presg&nter at any time to update the display.

SUMMARY: The active user panel lists the users that are currently logged
in to the server, and displays each user’s usage of network files and recor
locks.

Audit Trail

The audit trail is a disk file which contains a record of server activity. Each
entry in the audit trail represents one of the following actions:

The server was started.
A drive mapping was established.
A printer mapping was established.
A file was opened.
A print job was submitted.
The bulletin board was accessed.
The use of an audit trail is optional. If you want the server to maintain an audi

trail, you must configure the server so as to enable the audit trail. Refer to th
Installation manual for instructions on configuring the server.

16-6 Server Usage Statistics



| Machine MName: SERVER Invisible LAN Network Manager |

| AUDIT TRAIL

MIKE A5-28-92 136: BBSNDX .DAT
MIKE A5-28-92

MIKE A5-28-92 :59: FLOPPY.TXT
MIKE A5-28-92 C:

UINCENT A5-28-92 Hoy README . TXT
UINCENT A5-28-92 Hoy BACKUF .COM
MIKE A5-28-92

MIKE A5-28-92

MIKE A5-28-92 Hox H #1

MIKE A5-28-92 (52 PROGRAMS
UINCENT A5-28-92

UINCENT A5-28-92

UINCENT A5-28-92 HoiH README . TXT
UINCENT A5-28-92 C:

UINCENT A5-28-92 149: b 74

MIKE A5-28-92

VINCENT A5-28-92 147 XCOPY .EXE

F1 Ly Enter [¥;,WAR E=c 1 PgUp PgDn Home End

Figure 16-5. Audit Trail Display

Viewing the Audit Trail

To view the audit trail, choogeudit Trail onthe server usage menu. Invisible
LAN displays a panel listing the 150 most recent entries in the audit trail, as
shown in figure 16-5. For each entry, the following information is displayed:

The type of action (file open, print job, etc.)

The name of the user who performed the action.

The date and time at which the action occurred.

The name of the file, printer, drive, or shortname that was accessed.
At any time, you can pred€anter to bring up an action menu, as shown in

figure 16-6. ChoosRefreshfrom the action menu to re-read the server’s audit
trail and update the display.

Setting the Audit Filter

By default, the display shows all entries in the audit trail. In some cases, yol
will not be interested in all the entries. You can seauadiit filter to specify
which audit trail entries interest you. Once you set the filter, Invisible LAN
only displays those audit trail entries that satisfy the conditions in the filter.

To set an audit trail filter, chooS®et Filter on the action menu. This brings
up the audit filter panel, as shown in figure 16-7. On this panel, you can
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| Machine MName: SERVER Invisible LAN Network Manager |

| AUDIT TRAIL
&

MIKE B5-28-92 BESNDX .DAT
MIKE B5-28-92 :36:
MIKE B5-28-92 H-H H

UINCENT B5-28-92 18:57:
UINCENT B5-28-92 H H Set Filter

MIKE A5-28-92 :55: Bave To File
MIKE A5-28-92 :55:

MIKE a5-28-92 Hox o #1

MIKE a5-28-92 H:vH PROGRAMS

VINCENT a5-28-92 :51:

VINCENT a5-28-92 i51:

VINCENT a5-28-92 HoH README . TXT

VINCENT a5-28-92 HoiH C:

VINCENT a5-28-92 149: 74

MIKE a5-28-92 H - H

UINCENT H5—-28-92 : XCOPY .EXE
Re— reads the audit trail, and updates the

pla
[HELF Bl ACT IVATE JARTV CANCEL il 1‘ 4 PgUp PgDn Home End A-Z
Figure 16-6. Audit Trail Action Menu

specify three different filters:

The types of operations to displayith the sixTypes of Operations
fields, you can select any combination of the six possible operations
(server started, drive mapping, printer mapping, file open, print job
submission, and bulletin board access). Pytia the field if you want
Invisible LAN to display the corresponding operation.

| Machine MName: SERVER Invisible LAN Network Manager |

| AUDIT TRAIL

BSNDX.DAT

Types of operations to dlsplag H
Server started (¥/N). . . P Refresh
Drive mapping (YN . . . . . . . . Set Filter
Printer mapping (¥/N) . . . . . . . Save To File
Open file (Y¥/N) .
Print job submitted (Y/N) . 1
Bulletin board logon (Y¥/N). . . . . ROGRAMS

EADME . TXT
Display old server sessions? (Y/N). H

2

User name .
COPY .EXE
Enter ¥ to include records showing the server was started

CERdF1 [EIAFY [ELMIA Esc AN Enter T 4 Tab FBELEIY N FS Fé
Figure 16-7. Audit Tralil Filter Panel
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Whether or not to display old server sessiddsce the audit trail is
stored in a file, it is possible to view audit trail entries from previous runs
of the file server. Put a¥ in theDisplay Old Server Session§eld if

you want to view entries from previous server sessions.

A user nameYou can restrict the audit trail display to the actions of a
particular user. Type a user name intollser Namefield if you want to
restrict the audit trail display to the specified user’s actions. Leave the
field empty to display the actions of all users.

After setting an audit filter, pre$9 to activate the new filter and return to the
audit trail display. Only entries that satisfy your filter settings are displayed.

PressEscif you want to exit the audit filter panel without changing the audit
filter.

Saving the Audit Trail to a File

If you wish, you can save the audit trail to a file. This allows you to make a
permanent record of the audit trail. It also lets you view all the entries in the
audit trail. (The display only shows the 150 most recent entries, but when yol
save the audit trail to a file all the entries are saved, regardless of how man
there are.)

ChooseSave to Fileon the action menu if you want to save the audit trail to
a file. Invisible LAN prompts you to enter the filename.

The audit trail is saved as an ASCII file. You can examine the file using any
program that can display ASCII text files, such as a text editor. If you have se
an audit filter, only entries that satisfy the filter are saved.

SUMMARY: Theaudit trail is a record of the activity on the server. You
can display the contents of the audit trail, or save it to a file. You can alsc
set amudit filter that tells Invisible LAN which audit trail entries you are
interested in displaying or saving.
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Ultra Server Resources

Ultra Serveris the high-performance version of the Invisible LAN file server.
Itis intended mainly for dedicated servers. Ultra Server requires a 386 or 48
computer. It uses 32-bit code, multitasking, and extensive caching to operat
at very high speed.

If you have installed Ultra Server, you can useliltea Server Resources
menu item to display status information. For instructions on how to install the
Ultra Server, refer to th@etting Startednanual or thénstallationmanual.

When you install Ultra Server, it runs in parallel with the standard server. The
Ultra Server usage panel only displays information on files handled by Ultra
Server. Information on files handled by the standard server is displayed on th
standard server usage panel.

ChooseUltra Server Resourcesto display the Ultra Server usage panel, as
shown in figure 16-8.

| Machine MName: SERVER Invisible LAN Network Manager |

ULTRA SERVER USAGE

pen Files ache Memory Read Performance

Current: 2 Data: 4884 Hits: 12384
Max imum X 3 Directory: 163 Misses: 926
Limit: 588 FilesLock: a9 Hit Ratio: 93

Record Locks Kilobytes I-0 rite Performance
Current: ] Read: 24675 Hits: 2938
Max imum: ] Urite: 6555 Misses: 667
Limit: 18688 Hit Ratio: 81

To refresh the Ultira Server usage statistics, press Enter.

Figure 16-8. Ultra Server Usage Display

The Ultra Server usage panel shows information on the overall usage an
configuration of Ultra Server resources. The following items are displayed:

Current Files — The total number of network files that are currently
open on Ultra Server.

Maximum Files — The maximum number of network files that have
been open at any one time since Ultra Server was started.
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Limit on Files — The upper limit on the number of network files that can
be open at one time, as defined in the server’'s NET30.INI file.

Current Locks — The total number of record locks that are currently in
use on Ultra Server.

Maximum Locks — The maximum number of record locks that have
been in use at any one time since Ultra Server was started.

Limit on Locks — The upper limit on the number of record locks that
can be in use at one time, as defined in the server’s NET30.INI file.

Data Memory — The amount of extended and hyper-extended memory
that Ultra Server uses to cache file data, in kilobytes.

Directory Memory — The amount of extended and hyper-extended
memory that Ultra Server uses to cache directory entries, in kilobytes.

File/Lock Memory — The amount of extended and hyper-extended
memory that Ultra Server uses for file handles and record locks, in
kilobytes.

Kilobytes Read— The total amount of data that has been read from Ultra
Server, in kilobytes.

Kilobytes Written — The total amount of data that has been written to
Ultra Server, in kilobytes.

Read Hits— The number of file read operations that were satisfied by
reading from the cache, instead of reading the hard disk.

Read Misses— The number of file read operations that required a read
of the hard disk, because the requested data was not in the cache.

Read Hit Ratio — The percentage of file reads that were satisfied by
reading from the cache, instead of reading the hard disk. The higher th
number, the better the performance of the cache.

Write Hits — The number of file write operations that overwrote data
which was already in the cache.

Write Misses — The number of file write operations that did not over-
write data already in the cache.

Write Hit Ratio — The percentage of file writes that overwrote data
which was already in the cache. The higher the number, the better th
performance of the cache.

You may pres&nter at any time to update the display.
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SUMMARY: The Ultra Server usage panel displays information on the
overall usage of Ultra Server resources, such as files, record locks, an
cache memory. It also displays information on the performance and usag
of the cache. You can use it to evaluate the Ultra Server configuration.
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APPENDIX A

Invisible LAN
Command Reference

Establish one or more remote bridge connections on a remote host (thi
command is part of Invisible LAN Remote):

BRIDGE [site_ name] [site_name]...

site._ name  Name of remote site

Disconnect one or more remote sites or clients on a remote host (this commat
is part of Invisible LAN Remote):

BRIDGE /D [name] [name]...

name Name of remote site or client

Display remote host connection status (this command is part of Invisible LAN
Remote):

BRIDGE

Control the disk cache:

CACHE parameters

IF Flush cache
IN Disable and flush cache
v Display cache status

IW=policy  Write policy: write-through (0), write-back (1), or
delayed-write (2)

Y Enable cache

1z Reset cache statistics to zero
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Erase CMOS RAM on an AT-type compulter, to reset the computer’s configu-
ration (this command is part of Invisible RAM):

CLRCMOS

Set up a dedicated file server:

DEDICATE

Hang up the telephone on a remote login client (this command is part o
Invisible LAN Remote):

HANG_UP

Return to your original user name:

LOGOFF

Enter your user name and password:

LOGON

Load memory-resident program into shadow RAM (this command is part of
Invisible RAM):

LSHADOW [/A] filename [ parameters]

IA Alter BIOS memory variable
filename Name of program to load
parameters Parameters for program being loaded

Create break page data file:

MAKEBP infile: outfile

infile: Text file with break page description
outfile Name of data file to create
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Create boot diskette image file:
MAKEIMG d: filename

d: Source diskette drive (A: or B:)
filename Name of image file to create

Establish a drive mapping, using a drive and directory:

MAP d: \\server\d:[\path] [/W]

d: Local drive letter to use

server Name of the server computer

d: Server’s drive letter

\path Optional directory path on server
W Wait for server to be started

Establish a drive mapping, using a shortname:

MAP d: \\server\shortname [\path] [/W]

d: Local drive letter to use

server Name of the server computer
shortname  Server’s shortname

\path Optional subdirectory path on server
W Wait for server to be started

Discontinue a drive mapping:
MAP d: /D

d: Local drive letter
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Establish a printer mapping:

MAP LPTx \\server\[#] [/W]

LPTx Local device name to use

server Name of the server computer

# Optional server’s printer number (1 or 2)
W Wait for server to be started

Discontinue a printer mapping:
MAP LPTx /D

LPTx Local device name

Display all current drive and printer mappings:

MAP

Start the Invisible LAN menu-driven network manager:
MENU [/B]

/B Use black-and-white mode

Start the Invisible LAN Operating System:
NET30 [init_file]

init_file Name of initialization file

Display the network address or serial number:

NETADDR /V
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Check for a specified network address or serial number, return
ERRORLEVEL 0 if match, ERRORLEVEL 1 if not, ERRORLEVEL 255 if
error:

NETADDR nnnn

nnnn Network address or serial number

Get the date and time, and set the computer’s clock:
NETCLOCK \\server\ [/W]

server Name of the server computer
W Wait for server to be started

Start the network diagnostic program, which is used to test the network
hardware:NETDIAG command

NETDIAG

Get help on a specified topic:
NETHELP topic

topic Subject on which help is desired

Print a file (works with network printers and local printers):

NETPRINT filename [LPTx] [/T]

filename Name of the file to print
LPTx Printer device name
IT Expand tabs to spaces
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Network software control:

NW option

AUDIO
CONTINUE
HIDE
NOAUDIO
PAUSE
STATUS
UNHIDE

Enable use of the speaker
Continue operation of the server
Hide the network software
Disable use of the speaker
Temporarily stop the server
Display network software status
Make the network software visible

Enter your password:

PASSWORD

password

password

Your password

Prompt for password:

PASSWORD

/P

Control the server’s print queue:

A-6

PQ option

CANCEL
CLEAR
CONTINUE
DIRECT
DTR[#]
FEED [#]
HIGH
LOW
MEDIUM
NODIRECT
NOFEED [ #]
PAUSE
RESTART
STATUS
XON[#]

Cancel the job currently being printed
Delete all jobs in the print queue

Continue sending data to the printer

Enable direct printing

Select DTR flow control (# = printer number)
Enable form feeds (# = printer number)

Set print priority to HIGH

Set print priority to LOW

Set print priority to MEDIUM

Disable direct printing

Disable form feeds (# = printer number)
Temporarily stop sending data to the printer
Restart the job currently being printed
Display print queue status

Select Xon/Xoff flow control (# = printer number)
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Immediately truncate the print stream:

PRINTNOW

Establish a set-up string for a network printer:
PSETUP LPTx=hex_string

LPTx Network printer device name
hex_string  String of printer control codes, in hexadecimal

Stop using a set-up string for a network printer:
PSETUP LPTx=

LPTx Network printer device name

Display the set-up string for a network printer:
PSETUP LPTx

LPTx Network printer device name

Start the Invisible LAN Quick Setup program:
QSETUP [/B]

/B Use black-and-white mode

Start the remote bridge configuration program (this command is part of
Invisible LAN Remote):

RBRIDGE [/B]

/B Use black-and-white mode
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Start the modem configuration program (this command is part of Invisible
LAN Remote):

RCONFIG [/B]

/B Use black-and-white mode

Display diagnostic information about the operation of the serial protocol (this
command is part of Invisible LAN Remote):

RDIAG [/B]

Start the remote host security program (this command is part of Invisible LAN
Remote):

RSECURE [/B]

/B Use black-and-white mode

Write a specified value to a specified I/O port:
SETPORT [address] [value]

address Address of I/0 port in hexadecimal
value Value to write to 1/0 port in hexadecimal

Start the Invisible LAN Setup program:
SETUP30 [/B]

/B Use black-and-white mode
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Display memory map information (this command is part of Invisible RAM):

SHADOW [ options ]

A All information

IC Chips and Technologies chipset information
ID DOS memory usage

IE Extended memory information

H Table of expanded memory handles

M Memory map

IN Network information for Invisible LAN

IS Shadow RAM usage

IX Expanded memory information

Enable automatic print stream truncation:
TRUNCATE time

time Print stream truncate time, in seconds

Disable automatic print stream truncation:

TRUNCATE /D

Display automatic print stream truncation setting:

TRUNCATE

Disconnect from Remote Program Load Server:

UNLINK

Unmount one or more drives controlled by Ultra Server, after closing all open
files on the drives:

US DOWN [d:]...

[d:]... Optional list of drive letters
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Mount one or more drives controlled by Ultra Server:
US MOUNT [d:]...

[d:]... Optional list of drive letters

Display Ultra Server status information:

US STATUS

Unmount one or more drives controlled by Ultra Server:
US UNMOUNT [d:]...

[d:]... Optional list of drive letters

Disable high-resolution VGA or EGA graphics and enable frontfill (this
command is part of Invisible RAM):

VGAOFF

Enable high-resolution VGA or EGA graphics and disable frontfill (this
command is part of Invisible RAM):

VGAON

Enable special processing for WINSTART.BAT under Windows:
WINSTRT
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Get help:

BRIDGE ?
CACHE ?
DEDICATE ?
LOGOFF ?
LOGON ?
LSHADOW ?
MAKEBP ?
MAKEIMG ?
MAP ?
NET30 ?
NETADDR ?
NETCLOCK ?
NETDIAG ?
NETHELP ?
NETPRINT ?
NW ?
PASSWORD ?
PQ ?
PRINTNOW ?
PSETUP ?
RDIAG ?
SETPORT ?
SHADOW ?
TRUNCATE ?
UNLINK ?
us 2
VGAOFF ?
VGAON ?
WINSTRT ?
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APPENDIX B

Restricted DOS
Commands

When the network software is installed, there are restrictions on the use c
certain DOS commands. Usually, this is because the commands access t
disk at the disk BIOS level. Table B-1 lists the restrictions.

Table B-1. Restricted DOS Commands

DOS Command Restrictions

APPEND Use APPEND after starting Invisible LAN. APPEND cannot
be used before Invisible LAN is started. APPEND works on
both local and network disks.

CHKDSK You can only use CHKDSK on local disks. If you are a File
Server, you cannot use CHKDSK on a local hard disk unless
you use NW PAUSE.

DISKCOMP You can only use DISKCOMP on local disks. On network
disks, use COMP or FC instead of DISKCOMP.

DISKCOPY You can only use DISKCOPY on local disks. On network
disks, COPY or XCOPY instead.

FASTOPEN Use FASTOPEN before starting Invisible LAN. FASTOPEN
cannot be used after Invisible LAN is started. FASTOPEN
only affects local disks.

FDISK You can only use FDISK on local disks.
FORMAT You can only FORMAT local disks.
JOIN You can only JOIN local disks. If you are a File Server, you

can only use JOIN before starting Invisible LAN; any joins
created before starting Invisible LAN remain in effect.
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LABEL

MSCDEX

PRINT

RECOVER
SCANDISK

SUBST

SYS
VERIFY

B-2

You cannot change the volume label on a network disk. Use
VOL instead of LABEL to display the volume label of a
network disk.

Use MSCDEX (the CD-ROM extensions) before starting
Invisible LAN.

PRINT is not compatible with the network. You can use
NETPRINT instead of PRINT.

You can use RECOVER with local disks.

You can only use SCANDISK on local disks. If you are a File
Server, you cannot use SCANDISK on a local hard disk
unless you use NW PAUSE.

You can only SUBST local disks. If you are a File Server,
you can only use SUBST before starting Invisible LAN; any
substitutions created before starting Invisible LAN remain in
effect. If Ultra Server is running on your computer, you
cannot use SUBST at all.

You can only use SYS with local disks.

VERIFY only affects local disks.
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APPENDIX C

Index

A

access rights, 15-10, 15-12 to 15-13
see alsshortname
action menu
group, 15-7 to 15-8, 15-15, 15-23
miscellaneous security, 15-22
poll network, 11-4
shortname, 15-13 to 15-14
user, 15-5 to 15-6, 15-9, 15-15, 15-23
active users
seeserver usage statistics
APPEND DOS command, B-1
AT/386 chipset, 9-4 to 9-5
configuring, 9-6
ATTRIB DOS command, 15-24
AUDIO
seeNW
seespeaker
audit filter
seeaudit trail
audit trail, 16-6
displaying (menu), 16-7
filter (menu), 16-7
saving (menu), 16-9
AUTOEXEC.BAT, 3-1
automatic print stream truncation
seeprint stream truncation
automatic print stream truncation (menu item)
seemanager
automatic remapping, 2-8

Index
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B

beeper

seespeaker
bell

seespeaker
BINDERY.DAT, 15-24
binding, 15-2

group membership, 15-2 to 15-3

group permission for miscellaneous function, 15-2 to 15-3
group permission for shortname, 15-2 to 15-3

user permission for miscellaneous function, 15-2 to 15-3
user permission for shortname, 15-2 to 15-3

BIOS, 9-9
blackout zone
seeUltra Server
boot diskette, 8-1
boot diskette image file
seeimage file
break page, 5-10, 5-12
see alstMAKEBP
BRIDGE command, A-1
browsing (menu)
drive mappings, 12-4
printer mappings, 12-8
bulletin board
security, 15-21
sysop, 15-21

C

cache, 6-2
disabling, 6-2 to 6-3
enabling, 6-3
flushing, 6-2 to 6-3

resetting statistics, 6-3, 6-6

status, 6-2, 6-4, 16-4
write policy, 6-3, 16-4

CACHE command, 6-1 to 6-2, A-1

CACHE/30
seecache
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CANCEL
seePQ
chipset information
seeSHADOW command
chipset RAM, 9-9
CHKDSK DOS command, 6-7, B-1
CLEAR
seePQ
clock
seenetwork clock
CLRCMOS command, 9-16, A-2
comment
group, 15-3, 15-6 to 15-8
user, 15-3 to 15-5
COMP DOS command, B-1
COMSPEC
seeSET COMSPEC
CONFIG.SYS, 9-13
CONTINUE (print spooler)
seePQ
CONTINUE (server)
seeNW
control codes (printer)
seeprinter set-up string
conventional memory, 9-2, 9-8
conventional memory information
seeSHADOW command
COPY DOS command, B-1
create access
seeaccess rights

D

data terminal ready

seeflow control
date

seenetwork clock
DEDICATE command, 6-1, A-2
DEVICE DOS command, 9-13
device name, 2-6, 12-5
DIRECT

seePQ
direct printing, 5-2, 5-9

Index
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directory path, 2-3, 12-3 to 12-4, 15-16
discontinue option, 2-5, 2-8
disk cache
seecache
disk directories without shorthames
seemiscellaneous security
DISKCOMP DOS command, B-1
DISKCOPY DOS command, B-1
diskless workstation, 8-1, 8-5
DOS memory
seeconventional memory
DOS memory information
seeSHADOW command
DOWN (Ultra Server)
seeUS
drive letter, 2-2 to 2-3, 12-1, 12-3, 15-16
drive mappings
changing (command), 2-3, 2-5, 15-16
changing (menu), 12-2 to 12-4, 15-17
displaying (command), 2-1, 2-8
displaying (menu), 12-1
drive mappings (menu item)
seemanager
DTR
seeflow control
seePQ

E

EGA
seeenhanced graphics adapter
electronic mail
seemail
EMS
seeexpanded memory
EMS handle table
seeSHADOW command
enhanced EMS, 9-9
enhanced graphics adapter, 9-15
see alsdiigh-resolution graphics
ERRORLEVEL, 1-5
EVERYONE, 15-5 to 15-6, 15-13 to 15-14, 15-19 to 15-21
see als@roup
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examine print queue contents remotely
seemiscellaneous security
examine print spooler status remotely
seemiscellaneous security
examine security information remotely
seemiscellaneous security
execute access
seeaccess rights
expanded memory, 9-2 to 9-3
expanded memory information
seeSHADOW command
expanded memory manager, 9-2
expanding tabs
seeprinting a file
extended memory, 9-4
extended memory information
seeSHADOW command

F

FASTOPEN DOS command, B-1

FC DOS command, B-1

FDISK DOS command, B-1

FEED
seePQ

file server
seeserver

file-by-file backup (tape), 6-9

flow control (for serial printer), 5-7
DTR selection (command), 5-8
DTR selection (menu), 14-4
Xon/Xoff selection (command), 5-8
Xon/Xoff selection (menu), 14-4

form feed (for printer), 5-2, 5-6, 14-1, 14-3
disabling (command), 5-6
disabling (menu), 14-3
enabling (command), 5-7
enabling (menu), 14-3

FORMAT DOS command, 8-1, B-1

frontfill (memory), 8-8, 9-8
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G

graphics
seehigh-resolution graphics

group, 15-2, 15-6
action menu, 15-7 to 15-8, 15-15, 15-23
changing definition, 15-8
comment, 15-3, 15-6 to 15-8
creating, 15-7
deleting, 15-8
displaying list of, 15-7
EVERYONE, 15-5 to 15-6, 15-13 to 15-14, 15-19 to 15-21
miscellaneous permissions, 15-22 to 15-23
name, 15-3, 15-6 to 15-8
permissions, 15-2
shorthame permissions, 15-14 to 15-15
user memberships, 15-8 to 15-9

group definitions and security (menu item)
seemanager

H

HANG_UP command, A-2
help, 11-2, 11-5, A-11
HIDE
seeNW
hiding
seenetwork software
HIGH
seePQ
high RAM, 9-9
high-resolution graphics
conflict with frontfill, 9-15
disabling, 9-15
enabling, 9-15
hot key, 10-1
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image backup (tape), 6-9
image file, 8-2 to 8-3
initialization file
creating, 8-2
specifying, 8-4
Invisible RAM
installing in CONFIG.SYS, 9-13
on diskless workstations, 8-8

J

JOIN DOS command, B-1

K

keys
seemail
seemanager
seeprint screen key
seeprint stream truncation key

L

LABEL DOS command, B-2
list access
seeaccess rights
logging off, 7-3
logging on, 7-3
LOGOFF command, 7-2 to 7-3, A-2
LOGON command, 7-2 to 7-3, A-2
LOW
seePQ
LSHADOW command, 9-8, 9-11, A-2
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LSHADOW.SYS device driver, 9-8, 9-13

M

mail, 10-1
keys, 10-2 to 10-4
receiving messages, 10-3
sending messages, 10-1
speaker, use of, 6-8, 10-3 to 10-4
main menu
seemanager
MAKEBP command, 5-10, 5-12, A-2
MAKEIMG command, 8-3, A-3
manager
drive mappings, 12-1, 15-17
group definitions and security, 15-7 to 15-8, 15-15, 15-23
keys, 11-2
main menu, 11-1
miscellaneous security, 15-18, 15-22
poll network, select machine, 11-3
printer mappings, 12-5
remote management, 11-1, 11-3
server usage statistics, 16-1
shorthame definitions and security, 15-12, 15-14
user definitions and security, 15-4, 15-9, 15-15, 15-23
manual print stream truncation
seeprint stream truncation
map (memory)
seeSHADOW command
MAP command, 2-1, A-3to A-4
connecting to network disk with shortname, 15-16
connecting to network disk without shortname, 2-3
connecting to network printer, 2-6
disconnecting from network disk, 2-5
disconnecting from network printer, 2-8
discontinue option, 2-5, 2-8
displaying network resources, 2-1 to 2-2, 2-8
wait option, 2-3, 2-6, 15-16
mappings
seedrive mappings
seeprinter mappings
MEDIUM
seePQ
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memory map
seeSHADOW command

memory relocation
seeNEAT chipset

MENU command, 11-1, A-4

menu system
seemanager

miscellaneous security, 15-2, 15-18
action menu, 15-22
bulletin board access, 15-21
bulletin board sysop privilege, 15-21
disk directories without shortnames, 15-19
displaying list of, 15-18
examine print queue contents remotely, 15-19
examine print spooler status remotely, 15-19
examine security information remotely, 15-20
examine server usage statistics remotely, 15-20
group permissions, 15-22 to 15-23
modify print queue contents remotely, 15-19
modify print spooler status remotely, 15-19
modify security information remotely, 15-20
network printer #1, 15-19
network printer #2, 15-19
permissions, 15-2
user permissions, 15-22 to 15-23

miscellaneous security (menu item)
seemanager

modify print queue contents remotely
seemiscellaneous security

modify print spooler status remotely
seemiscellaneous security

modify security information remotely
seemiscellaneous security

MOUNT (Ultra Server)
seeUS

MSCDEX DOS command, B-2

N

name
group, 15-3, 15-6 to 15-8
shortname, 15-3, 15-12 to 15-13
user, 15-3to 15-5
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name (changing), 7-3
NEAT chipset, 9-4 to 9-5
configuring, 9-6
expanded memory controller, 9-6
memory relocation, 9-6
resetting configuration, 9-16
NET30 command, 8-4, A-4
NETADDR command, 8-6, A-4 to A-5
NetBIOS
ROM, 8-4, 8-8
NETCLOCK command, 3-1, A-5
wait option, 3-1
NETHELP command, A-5

NETPRINT command, 4-1 to 4-2, 14-5, A-5, B-2

network clock, 3-1
network disk

connecting, 2-3, 12-3 to 12-4, 15-16 to 15-17

disconnecting, 2-5, 12-2
network printer

connecting, 2-6, 12-7 to 12-8

disconnecting, 2-8, 12-6

see als@rinter number
network printer #1

see alsamiscellaneous security
network printer #2

see alsamiscellaneous security
network resources

displaying (command), 2-1, 2-8

displaying (menu), 12-1, 12-5

see alsaising network resources
network software

displaying status, 6-6

hiding, 6-7 to 6-8

unhiding, 6-7 to 6-8
network software memory information

seeSHADOW command
NOAUDIO

seeNW
NODIRECT

seePQ
NOFEED

seePQ
NW command, 6-1, A-6

AUDIO, 6-8

CONTINUE, 6-7

HIDE, 6-8
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NOAUDIO, 6-8
PAUSE, 6-7, B-1 to B-2
STATUS, 6-6

UNHIDE, 6-8

O

object, 15-2
group, 15-2 to 15-3
miscellaneous function, 15-2 to 15-3
shortname, 15-2 to 15-3
user, 15-2 to 15-3

P

password
entering, 7-1, 7-3
user, 15-3 to 15-5
PASSWORD command, 7-1, A-6
path
seedirectory path
PATH DOS command, 8-5
PAUSE (print spooler)
seePQ
PAUSE (server)
seeNW
PEAK chipset, 9-4, 9-6
configuring, 9-6
permissions
group, 15-2, 15-15, 15-23
miscellaneous security, 15-2, 15-22
shortname, 15-2, 15-14
user, 15-2, 15-15, 15-23
poll network and select machine (menu item)
seemanager
PQ command, A-6
CANCEL, 5-5
CLEAR, 5-5
CONTINUE, 5-3
DIRECT, 5-9
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DTR, 5-8
FEED, 5-7
HIGH, 5-10
LOW, 5-10
MEDIUM, 5-10
NODIRECT, 5-9
NOFEED, 5-6
PAUSE, 5-3
RESTART, 5-4
STATUS, 5-1
XON, 5-8

print device
seedevice name

PRINT DOS command, 4-1, B-2

print priority, 5-2, 5-10

print queue, 5-1, 5-4
changing contents, 14-6
clearing (command), 5-5
displaying contents, 14-5
see als@rint spooler

print queue contents (menu item)
seemanager

print screen key, 4-3

print spooler, 5-1
active state, 5-2, 14-1 to 14-2
cancel print job (command), 5-5
cancel print job (menu), 14-4
continuing (command), 5-3
continuing (menu), 14-3
direct print (command), 5-9
displaying status (command), 5-1
displaying status (menu), 14-1
paused state, 5-2, 14-1, 14-3
pausing (command), 5-3
pausing (menu), 14-3
priority (command), 5-10
restart print job (command), 5-4
restart print job (menu), 14-4
see alsdlow control (for serial printer)
see alsdorm feed (for printer)
see als@rint queue

print spooler parameters
spool files, 16-3

print spooler status (menu item)
seemanager
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print stream truncation, 4-3
automatic (command), 4-4
automatic (menu), 13-1
immediate, 4-5
manual, 4-3

print stream truncation key, 4-3

printer control code
seeprinter set-up string

printer mappings
changing (command), 2-6, 2-8
changing (menu), 12-6 to 12-8
displaying (command), 2-1, 2-8
displaying (menu), 12-5

printer mappings (menu item)
seemanager

printer number, 2-6, 5-6 to 5-8, 12-6 to 12-7

printer set-up string, 4-7

printing a file, 4-1 to 4-2

printing the screen, 4-3

PRINTNOW command, 4-5, A-7
in batch file, 4-6
in secondary command processor, 4-6

PSETUP command, 4-7, A-7

Q

QSETUP command, A-7

R

RBRIDGE command, A-7
RCONFIG command, A-8
RDIAG command, A-8
read access

seeaccess rights
receiving messages

seemail
RECOVER DOS command, B-2
redirector

speaker, use of, 6-8

Index
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remote management
seemanager
remote program load server, 8-1, 8-5
configuration, 8-3
see alsamage file
resident program
seememory-resident program
RESTART
seePQ
ROM copy, 8-8, 9-9
RPL
seeremote program load server
RSECURE command, A-8

S

SCANDISK DOS command, B-2
SCAT chipset, 9-4 to 9-5
configuring, 9-6
expanded memory controller, 9-6
memory relocation, 9-6
security, 15-1
example, 15-24
saving and resetting, 15-24
security binding
seebinding
security object
seeobject
security permissions
seepermissions
sending messages
seemail
server
active state, 6-6 to 6-7
continuing, 6-7
dedicated, 6-1
paused state, 6-6 to 6-7
pausing, 6-7
server parameters
files, 16-2
record locks, 16-3
sessions, 16-2
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server usage statistics, 16-1
active users, 16-5
audit trail, 16-6
disk cache statistics, 16-4
security, 15-20
server resources, 16-2
Ultra Server resources, 16-10
server usage statistics (menu item)
seemanager
SET COMSPEC DOS command, 8-5
set-up string
seeprinter set-up string
SETPORT command, A-8
setup program
easy configuration, 2-7
loading initialization file, 8-3
saving initialization file, 8-4
server parameters, 8-3
starting, A-7 to A-8
SETUP30 command, A-8
SHADOW command, 9-1, A-9
chipset information, 9-1, 9-4
DOS memory information, 9-1 to 9-2
EMS handle table, 9-2 to 9-3
expanded memory information, 9-2
extended memory information, 9-1, 9-4
memory map, 9-2, 9-8
network software memory information, 9-2, 9-7
shadow RAM information, 9-2, 9-7
shadow RAM, 9-7, 9-9, 9-11
loading device drivers, 9-13
loading memory-resident programs, 9-11
using for network software, 9-12
with AT/386 chipset, 9-6
with NEAT chipset, 9-6
with PEAK chipset, 9-6
with SCAT chipset, 9-6
shadow RAM information
seeSHADOW command
sharing access
seeaccess rights
shortname, 12-3, 15-2, 15-10
access rights, 15-3, 15-10, 15-12 to 15-13
action menu, 15-13 to 15-14
changing definition, 15-13
creating, 15-13
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definition, 15-3, 15-12 to 15-13

deleting, 15-14
displaying list of, 15-12

group permissions, 15-14 to 15-15
name, 15-3, 15-12 to 15-13

permissions, 15-2

use in Drive Mappings menu item, 15-17

use in initial drive mappings, 15-17

use in MAP command, 15-16

user permissions, 15-14 to 15-15
shortname definitions and security (menu item)

seemanager
software status
seenetwork software
speaker
disabling, 6-8, 10-4
enabling, 6-8, 10-4

mail system’s use of, 6-8, 10-3 to 10-4

redirector’s use of, 6-8
spooler
seeprint spooler
standard EMS, 9-9
STATUS (network software)
seeNW
STATUS (print spooler)
seePQ
STATUS (Ultra Server)
seeUS
SUBST DOS command, B-2
SYS DOS command, B-2

T

tabs

seeprinting a file
tape backup, 6-8 to 6-9
time

seenetwork clock
track buffer

seecache
TransBIOS

data location, 9-7

data size, 9-7
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ROM, 8-4, 8-8
TRUNCATE command, 4-4, A-9

U

Ultra Server, 6-10, 16-10
blackout zone, 6-13
displaying status (command), 6-10
displaying status (menu), 16-10
mounting drives, 6-14
non-dedicated mode, 6-15
unmounting drives, 6-12 to 6-13
Ultra Server parameters
files, 16-11
record locks, 16-11
UNHIDE
seeNW
unhiding
seenetwork software
UNLINK command, 8-5, A-9
UNMOUNT (Ultra Server)
seeUS
upper memory
seeshadow RAM
US command, 6-1
DOWN, 6-13, A-9
MOUNT, 6-14, A-10
STATUS, 6-10, A-10
UNMOUNT, 6-13, A-10
usage statistics
seeserver usage statistics
user, 15-2, 15-4
action menu, 15-5 to 15-6, 15-9, 15-15, 15-23
changing definition, 15-5
comment, 15-3 to 15-5
creating, 15-4
deleting, 15-6
displaying list of, 15-4
group memberships, 15-8 to 15-9
miscellaneous permissions, 15-22 to 15-23
name, 15-3 to 15-5
password, 15-3 to 15-5
permissions, 15-2
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shorthame permissions, 15-14 to 15-15
user definitions and security (menu item)
seemanager
user name (changing), 7-3
users (active)
seeserver usage statistics
using network resources, 2-1 to 2-2, 2-6, 3-1, 12-2 to 12-4, 12-6 to 12-8, 15-
16 to 15-17

V

VERIFY DOS command, B-2
VGA
seevideo graphics array
VGAOFF command, 9-15, A-10
VGAON command, 9-15, A-10
video
seeenhanced graphics adapter
seehigh-resolution graphics
seevideo graphics array
video buffer, 9-9
video graphics array, 9-15
see alsdiigh-resolution graphics
video RAM
seevideo buffer
VOL DOS command, B-2

W

wait option, 2-3, 2-6, 3-1, 15-16
window (screen)

seemail
WINSTRT command, A-10
write access

seeaccess rights
write policy

seecache
write-back

seecache
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write-through
seecache

X

XCOPY DOS command, B-1
XON

seePQ
XON/XOFF

seeflow control
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